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ARTIFICIAL INTELLIGENT SYSTEMS
AND THE PROBLEM OF “NATURAL” TRUST

by E. Degteva, O. Kuksova

Abstract. The development of Al technologies has heightened the problem of hu-
manitarian challenges at all levels of social regulations. Ethical issues and, in particu-
lar, the problem of trust have become relevant to the field of high technology, given
the fact that Al performs increasingly significant managerial functions that previously
could only be performed by humans. This issue is directly related to artificial intelli-
gence systems, which have already been embodied in specific extensive projects. In
this study, the authors analyze the concept of trust through the prism of technolog-
ical development. For this purpose, the study presents an overview of historical and
contemporary interpretations of the concept of trust and proves that this concept is
relevant and necessary to control the risks that arise when integrating Al products into
social life. The authors show that a rethinking of the concepts of ethics and morality in
the new context is required. This is a necessary requirement for the creation of trusted
Al and for the achievement of trust in human interaction with technology products.
The authors conclude that it is necessary to build an interdisciplinary dialogue to in-
tegrate theory and practice from numerous fields. To do this, it is necessary to create a
common knowledge base and a platform for communication between all stakeholders,
but it is also important to create favorable conditions for sustainable and constructive
interaction. Therefore, trust is a relevant concept that needs to be constructed in a mul-
tidimensional frame of reference that targets different stakeholders and also takes into
account interaction between human and technology, in other words, at all levels and
on all scales.
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Introduction

ecently, there has been a clear need to “fit” humanitarian values into digital

technology products, in particular, within the framework of diverse projects

based on AI, which are used in public administration, business, education
and other areas. Numerous theorists, experts, practitioners, cultural and artistic fig-
ures are conducting a heated and lively discussion about how to identify possible
risks and threats in time, who and how should develop and apply risk control tools
and how to implement them into the management and public control system with
in order to prepare and adapt society for even greater adoption of Al technologies.
Today it is ethical issues that are being widely discussed and actively developed in
the context of the development and application of Al in the political, economic and
social spheres.

These ethical issues are inextricably linked with the actual problem of trust,
which today requires attention at all levels: in international relations, in the econo-
my, in the social sphere. The phenomenon of trust has become relevant in the field
of high technologies. Moreover, the discussion about human interaction with tech-
nology is exacerbated in an environment where Al is beginning to perform more
and more managerial functions that previously could only be done by Humans [20].
It deals not only with “tactical” projects, but also with technologies that are used
for high-level management. Among such technologies, artificial societies or digital
twins of society can be distinguished. Humanity is faced with the task of training
neural networks to “understand” and “take into account” ethical values, or to clearly
determine that such a result is impossible. This challenge places a huge responsibility
not only on developers but to all stakeholders of AI products creation, introduction
and usage.

At the same time, the stated problem has its roots in the distant past - both the
question of trust as is, and the problem of trust with technology have a long history
and complex multifaceted content.

Taking into account the fact that projects of artificial societies already exist, and
their solutions are applied in practice to test management decisions, it is obvious that
further development and use requires great attention, because such activities affect as
society as well as an individual. We believe that trust is a key factor and requirement
for testing the acceptability of using Al projects. This is especially relevant for signifi-
cant projects that are aimed at solving political and social issues using Al and, in par-
ticular, artificial intelligence systems, and within which it is vitally important to ensure
trust between all interested participants [19].
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Literature review

Interaction of technological products with the anthroposphere have attracted the
attention of thinkers since Antiquity. Renaissance and the New Age periods were no
exception. At the beginning of the 20th century, leading thinkers were concerned with
the humanitarian aspects of technological progress and the interaction between Hu-
man and technology [16]. We will not make a philosophical and historical essay, but
will draw attention to the fact that the diverse aspects of innovative technologies have
become the subject of philosophical reflection much earlier than the term “artificial
intelligence” appeared. At the same time, the concept of Al is undoubtedly of revolu-
tionary importance for culture, since it has combined the categories of Artificial and
Natural into the most important category for Human - in the topic of Intellection. As
is known, the term “artificial intelligence” was proposed in 1955 by D. McCarthy, and
later M. Minsky defined it as a science whose goal is to implement intellectual human
tasks with the help of a machine [14].

The AI problem has become fertile ground on which researchers began to test
the possibilities of convergence of natural and artificial, biological and technological -
what today seems to be the most promising areas for the development of science and
practice.

Right at the time of the birth of the very concept of Al there were formulated es-
sentially contradictory approaches to its definition. In the 1950s and 1960s, two views
stood out in the field of AI. One approach, proposed by D. McCarthy, used the ap-
proach of pure logic and the common mathematical basis. McCarthy believed that
research in the field of AI would be fruitful when the very concept of intelligence
(which still has a number of interpretations) is defined. In his opinion, the definition
should form a coordinate system determined by epistemology and heuristics. That is,
epistemology is how new knowledge is acquired in terms of its usefulness for solving
problems, and heuristics is how these problems are solved: by what procedures and by
what means [16].

M. Minsky proposed different approach, which later became known as connec-
tionism (biologically inspired approach). He called for studying how the human brain
and psyche work, and on this basis to implement knowledge in a computer model. This
approach provides a basis for interpreting Al as something subjective, with individual-
ity, consciousness, and even emotions. [7].

In general, today we can talk about the existence of 3 main approaches to the de-
velopment of Al:

Artificial Intelligence (Al), or “Symbolical Artificial Intelligence”, or “Classical Ar-
tificial Intelligence” is a top-down approach aimed at reproducing cognitive abilities
without diving into the level of individual neurons.
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Generalized artificial intelligence, or Strong artificial intelligence (AGI), is currently
an assumed, hypothetical form of Al in which the machine will receive equal human
intelligence, and, accordingly, such AI will have self-awareness and freedom of choice

Biologically inspired artificial intelligence, or biologically inspired cognitive archi-
tectures, are projects that, based on the achievements of neuroscience, are aimed at
creating artificial systems that reproduce the behavior and thinking of biological be-
ings [12]. In particular, the development of the theory of artificial neural networks
correlates and interacts with research on the functioning of the human brain [18, 23].

Thus, the first approach develops the approach of McCarty, and the second and
third directions are based on the works of Minsky. We see that today there is no uni-
fied approach and no clear understanding of the directions of AI development and,
accordingly, there is no unified approach to understanding this issue [26].However,
the attempt at comprehension of this general topical topic within the framework of the
philosophy of technology began in the early 20th century. One of the greatest thinkers
of the last century, M. Heidegger, pointed to the threats posed by such a stage in the
development of civilization, in which technology began to play a dominant role. The
thinker noted that technology is not neutral in relation to Human, and that Human
loses his subjectivity and ceases to determine the development of civilization. Tech-
nique itself begins to transform the natural world, and misunderstanding of the mean-
ing of technology and its capabilities is fraught with a mistake, for which Human will
pay with his enslavement [16, 22].

In our time, the horizon of interpretations and forecasts is very wide and multi-
directional. It should be noted that fundamental thought has become the object of
not only professional philosophers, but also of talented inventors, entrepreneurs and
businessmen. In particular, the rationalist E. Yudkowsky believes in the possibility of
creating a conscious Al but according to his position first of all it is necessary to learn
the secret of the intelligence [17].

Techno-optimist R. Kurzweil believes that AI will definitely be created. Provided
that Human himself can preserve values and culture, AI will help to make the world a
better place and ensure the prosperity of civilization [24].

Transhumanist N. Bostrom predicts that the creation of AI will lead to the next
stage in the evolution of sapient life - the emergence of the Supersanity, which will get
to control human existence [9]. A.V. Abramova researches the ethical aspects of the
development of Al, studying and systematizing global trends in the development of
ethics tools in the field of AI [1].

A.Yu. Alekseev leads the Artificial Personality Project, within which framework
he explores the prospects of computer modeling of cultural, political, social, economic,
moral and other aspects of public life and Human. The philosopher writes about the
relevance of artificial life research as an important component of the development of
nano- and biotechnologies in order to create the phenomenon of biological life us-
ing digital technologies. In his opinion, artificial life is a key component of artificial
societies, which in turn serve as the basis for information and sociocultural technol-
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ogies aimed at exploring the entire breadth of social life. This field opened the way
for an artificial personality, to which researchers attribute not only consciousness and
self-awareness, but also, in particular, freedom of choice and the ability for moral im-
putation - justifying or condemning one’s own thoughts and actions [3].

The study of the features of human intelligence and Al is done by .M. Dzya-
loshinsky, who aims to prove the fundamental difference between Human and artifi-
cial intelligence [14]. It should be noted that in recent years not only scientists, but also
publicists, journalists and writers have started to deal with this problematic. Numer-
ous cultural figures reflect on the prospects of AI development and the risks and op-
portunities offered by the products of technologies based on Al In particular, we can
mention the books “Artificial You: Machine Intelligence and the Future of the Mind’,
written by S. Schneider, and “Our Final Invention: Artificial Intelligence and the End
of the Human Era’, written by J. Barrat [6, 32].

Recently, a number of publications have appeared devoted to the study of the po-
tential dangers of the abuse of neural networks by technology owners and resistance to
them, relying on trusted artificial intelligence. [5]..

It is the development of trusted artificial intelligence that represents the most
promising concept of creating and understanding the idea of ethical AI today. Howev-
er, the concept of “trusted” itself has already moved beyond theory and has begun to
be used as a legal term in regulation. In particular, the concept of trusted Al is defined
in the Ethical Guidelines for Trusted AI High Level Expert Group on Artificial Intelli-
gence of the European Commission (Ethics guidelines for trustworthy Al 2019) [29].
According to this document, trustworthy AI meets the following requirements, which
at first glance relate more to human activities than to technology:

o Ethical (existing in accordance with ethical values and a code of ethics);

o Legal (not contrary to the law);

o Robust (reliable and sustainable).

In this context, it is necessary to reflect on the understanding of such a concept
that from the first glance belongs mainly to the social field, as trust. This concept unites
to a certain extent the theme presented and therefore some relevant approaches to
the definition of this concept will be proposed in the following. It is trust that acts as
a unifying concept and as a practical tool that will enable it to become a unifying link
between human values and technological development [28].

This notion has been introduced into theory and social practice since the early
stages of civilization, practically at the same time being introduced by Confucius in
Ancient China and Pericles in Ancient Greece, describing relations based on trust as a
necessary condition for prosperity of the state and society [27].

Subsequently, at different historical periods, depending on the ideology, develop-
ment strategies and personality traits of the leaders and state ideologists, approaches to
the definition and evaluation of the meaning of this concept have repeatedly changed
in the most radical way.
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Turning to the realities of the 20th century, we note that in the post-World War
IT period, the problems of trust and the opposite state - distrust in the context of the
arms race and nuclear deterrence policy were among the key ones. The school of po-
litical realism, developed by H.Kissinger, T. Schelling and a number of other scholars
and strategists, emerged in the US within the framework of this policy. This approach
implies that the level of trust of political actors (in this case players on the international
field) is low, and the stability (predictability) of partners’ actions is determined by the
balance of power and the system of checks and balances. Only such an approach can
ensure predictability in the political game [33].

The neoliberal approach approaches the issue of complex interdependence as an
opportunity through multiple channels and instruments to build trust between interna-
tional partners and thereby ensure a high level of trust in foreign policy discourse [30].

S. Huntington noted that a special value of trust emerges in the periods of transfor-
mation and crises, and emphasizes the importance of institutional trust because it is the
stable institutions that allow maintaining society and civilization in difficult times [34].

The postmodernist view essentially rejects trust, and J.-F. Lyotard highlights as a
trend a global distrust of “metanarratives” that are supposed to justify reality. Z. Bau-
man points to the ephemerality, instability and unreliability of post-modernity, and
argues that the center of gravity is the shift from state and international institutions to
the global market with its consumerist values and the replacement of rational knowl-
edge with shallow media exposure [25].

This last-mentioned idea leads us to the problem of technological development
because it has enabled the globalization of the economy and culture, the development
of mass media and mass culture, and subsequently the social and mobile web, all en-
abled by AI technologies and products. Thus, the breadth of the discussion, the scope
of the problem and the horizon of opinions indicate that this issue is a complex, urgent
and promising field of study.

Discussion

The technological basis of many of the categories that shape civilization today in-
fluences the transformation of values and the emergence of new ones, as well as the
formation of development strategies.

Developing on the topic of artificial intelligent systems, we will try to define this
phenomenon through its basic principles: such a system actively interacts with the
outside world, perceiving and demonstrating (in accordance with the available prop-
erties and resources) a reaction to a directed impact. The degree of autonomy of such
a system is the higher, the more independent the system is from information sources
and control commands. The less the system depends on information sources and con-
trol commands, the higher the degree of its autonomy. Artificial intelligent systems
are, in a certain sense, self-sufficient systems that can be entrusted with solving a cer-
tain set of applied problems [19].
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In particular, the neural network created by Salesforce is testing and developing
ideal tax system in a simulated environment [35]. So called AI Economist, it is based
on reinforcement learning, which involves applying rewards and punishments to ma-
chine algorithms to maximize desired outcomes. By the same principle, for example,
Google DeepMind AlphaGo and AlphaZero algorithms were created. The purpose of
the experiment is to help governments around the world create more equitable system
of taxation. The program is committed to creating a huge number of ecosystems with
theoretical workers who trade currencies and build houses. Pay levels and skill sets
vary, and Al determines optimal tax rates. The researchers note that this approach
will reveal irrational behavior that economists often do not take into account in their
models [2].

The relevance of such projects is increasing due to the fact that humanity is now
progressing at an accelerated pace, and the unprecedented speed of change is causing
global crises on a regular basis. That is why the notion of “black swans” has become
popular, regularly emerging large-scale risks and threats that cannot be anticipated,
detected or identified in advance because they originate from areas beyond knowledge
and are largely (certainly, not entirely) driven by rapid technological development,
whose achievements are being integrated into all areas of society by expanding the
technosphere and blurring the lines between the humanitarian and technological do-
mains [13].

In this context, classical tools of economic theory, strategic management and even
anti-crisis management lose credibility and cease to bring results. To explore a world
in which the technosphere has taken an important place, tools are needed that also
include the capabilities of digital technology, in particular Al In this sense, artificial
intelligent systems are very promising, as this framework uses agent-based modelling.
This method investigates the behavior of decentralized agents and how this behavior
determines the behavior of the whole system. Use of agent-based modelling in artifi-
cial intelligent systems offers great opportunities not only to predict social develop-
ments under ordinary conditions, but also to predict possible crises and minimize the
damage of such events. Of course, such an approach is a challenge, as it must take into
account a large number of complex factors and be based on the results of multifaceted
studies of real-world complex systems [8].

In this context, trust is an important requirement for implementation, as we are
dealing with radical uncertainties. In public life, at the individual level, and indeed
globally, uncertainty about the future is now coming to the fore, both on a practical,
strategic scale and on a philosophical, literally metaphysical level. However, in this
environment, Al-based dark projects may just be the solution, because classical tools
cannot show effective results today. The pace of change, the emergence of new con-
ditions, the acceleration of development requires all factors to be taken into account,
and classical theories and methodologies are unable to account for important but un-
noticed and uncalculated elements, such as irrationality and other features of human
nature, and all the limitations and opportunities that follow from this.
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Under conditions of radical uncertainty, trust is a requirement providing meaning
and foundation for further development. Moreover, in a society where development
is determined by self-created phenomena (phenomena that were not originally con-
ceived but emerged on their own, in particular when the combined effect of the action
of a set of individuals differs from that of individuals) and non-ergodic processes (for
non-ergodic processes the probability observed in the past is not applicable to future
processes), uncertainty becomes a major characteristic. At the same time, society in-
creases uncertainty through its own incoherence, creativity, and it is under these con-
ditions that artificial intelligent systems are required to function and, moreover, to
provide confidence in its activities and in its results [8].Right today we can already
predict some consequences of such intelligent systems performance, which have both
positive and negative characteristics. On the one hand, these systems are aimed at en-
suring security and well-being, on the other hand, the application of solutions of such
systems in real life can affect natural values such as freedom, privacy and personal
information of real people. And most importantly, it is necessary to make clear and set
up who will play the dominant role in the new conditions and what balance will be in
the management of social life between the State, technological corporations, society
and the individual.

Also, along with the opportunities that intelligent systems provide, it is necessary
to take into account the threats emanating from them that have social consequences.

As an example, there are problems in the field of profiling and aggregation of per-
sonal data. Social networks, entertainment services, which are intelligent systems, can
accumulate large amounts of personal information about the life activities of each user,
their personal preferences, views, health, family relationships and other information. In
cases where the system has learned to recognize a user by their behavioral factors, iden-
tification can occur even when the user appears on affiliate services under a pseudonym
or anonymously. Such data profiling may violate human rights and freedoms [11].

Aggregation of user data to improve cooperation with affiliate services is not in
itself dangerous, but if sufficient personal information from various sources is accu-
mulated, the system may become attractive to intruders for the purpose of creating a
data breach. Aggregation services are therefore obliged to improve the security of all
systems involved in a timely manner. The problem, however, is far from being solved
globally at the moment. The issue is currently being addressed at the highest level.
According to the UN Economic and Social Council, there is a need to clarify who
owns the data, to ensure responsible use of data, privacy protection, accountability
and fairness in social media, participatory platforms and online commerce portals.
The main objective of these activities is to build trust and stability in the digital space,
in particular in the field of AI [15].

Another example of the possible negative social consequences when using smart
systems is the topic related to big data. Big data is supposed to be depersonalized, but
the possibility of extracting personal data from depersonalized data streams (de-per-
sonalization) and deriving individual information from big data is a possible work in
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progress. In this case, the individual is not protected against unauthorized use of per-
sonal information and, of course, the credibility of the intelligence systems is no longer
guaranteed. The list of the social consequences could be continued since the presented
challenges have no generally valid solutions at this time. That is why further we will
talk about the ethical aspects of the functioning of such systems, about the extent to
which their behavior can be conditioned by ethical paradigms, norms, and ideas [31].

It is necessary to find clear and generally accepted answers to the questions of what
we should and can use intelligent systems for, what powers should be transferred to these
systems, what risks this entails, and how they can be controlled. At the same time, we
must understand that intelligent systems are already capable of influencing society today,
and, noting the need to develop Code of Ethics for Al, we must understand that we are
talking about systems that simulate planning, goal setting, choice and implementation
of Human behavior [17]. It is necessary to timely analyze the processes taking place in
public life, and on the basis of the analysis carried out, to introduce relevant changes in
legislation and social norms in advance. This requires the integration of different areas of
knowledge, methodologies and practices to make sense of these processes.

Integration is necessary both within the framework of scientific and research, as
well as legislative and practical activities between the State, the academic community
and the entire society, since this issue covers a much wider area compared to those that
individual institutions, organizations, communities and researchers are able to work out.

Given the relevance and need to create and implement Code of Ethics that will be-
come fully applicable to Al technologies, it should be noted that this is not enough[36].
Taking into account the fact that in recent years in the public space the concepts of
ethics, morality (in general) and public morals have been often used as synonyms, and
moreover, the scope of their application captures the areas of not only philosophy and
culture, politics and law, but also technologies, economics and others, let us recall the
difference between these terms. If, in the simplest sense, ethics defines and contrasts
the concepts of “good” and “evil” in the philosophy of life and the worldview system,
and morality regulates social relations through norms and principles [21]. Public mor-
als are the real behavior and specific actions, as well as how this behavior is reflected
in the actual experience of the subject, group and society. In other words, by pub-
lic morals we mean objective assessments of practical actions. Therefore, the general
narrative of ethics, according to our understanding, is at least an abstract discussion.
It only introduces new simulacrum that threatens Human autonomy and stimulates
the polarization of society and increases the degree of social tension. We believe that
modern social trends form a single moral knot - the foundation on which the steps of
moral progress should be built [15].

It is for this reason that there a lot of speculations around these concepts, and the
price of this in relation to the use of artificial intelligent systems may be too high. The
problem is that there is no single conceptual apparatus for basic definitions, there is
no proper level of digital and humanitarian literacy, and there is often a bias or con-
flict of interest among interested participants. The task is to create new definitions for
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relevant categories that will be multidimensional in nature, and will also allow us to
consider phenomena in new conditions from different positions and within different
assessment systems. We believe that it is urgent to move to a systematic solution of this
problem. After all, the creation and implementation of Al systems in various spheres
of life is becoming increasingly important every year, to the point that today in prac-
tice there are systems that function autonomously, which are so significant that they
carry not only potential, but also real risk [37].

This proves that the study of the principles of ethical behavior of intelligent systems
today has a multifaceted significance, both from a theoretical and practical point of view.
Intelligent systems, as we noted, will be used more often and will affect society and the
individual. Under these conditions, it is critical to ensure transparency and flexibility in
creating a digital twin of society. It is undoubtedly important to ensure that the credibil-
ity of such projects is strengthened. In scientific and especially public discourse, one can
find both fantastic and justified fears in connection with the risks of irresponsible use of
Al technologies, up to the threat of loss of autonomy and freedom by Human [10]. At
the same time, there is no generally accepted and clear plan for building trust in this area,
however, the historical experience of introducing innovations shows that trust is usually
born if technologies are useful and safe, and their regulation is transparent.

Speaking about the practical side of the ethical regulation of the artificial society
model, it is necessary to solve the problem of formalizing ethics in a format accessible
to Al technologies, as well as to implement ethical decision-making in the autono-
mous system itself based on Al restrictions in accordance with moral norms or by
teaching Al to recognize ethical conflicts and accept their individual decisions [5].
This requires increased accountability in the development and use of these systems, as
well as the greatest possible operational control in view of the serious consequences of
making the wrong ethical choice.

The existing experience of systematizing the main ethical issues related to the
creation and development of complex projects based on Al technologies allows us to
highlight the problems of confidentiality and data protection, transparency, and, per-
haps, as a common denominator, trust in predictive data.

Conclusion

The study allows us to conclude that today it is necessary to study technological
and social development in a complex, and this global view will allow us to capture and
find a solution to the problems caused by the development and spread of Al and prod-
ucts such as artificial intelligence systems in time.

The authors’ research has analyzed the concept of trust through the prism of tech-
nological realities. The authors gave an overview of historical and current interpreta-
tions of the concept of trust and demonstrated that this concept is very promising and
even essential as a tool to control the risks arising in the creation of digital technology
products, which is particularly evident in the case of intelligent systems.
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At the same time, humanitarian values today require a certain rethinking and new
definitions that will be relevant to the new emerging reality. The authors show that
the use of notions of ethics and morality without a qualitative revision of their mean-
ing to meet modern requirements is untenable and is a formal intellectual exercise
that will not really lead to the creation of trusted AI and to the formation of trust in
human interaction with technology. The authors argue that this issue is a challenge
because modern civilization in its current stage of development includes a wide range
of stakeholders representing political, economic and social spheres, from the global
community to the individual, and it is obvious that to build this multidirectional dia-
logue, a new language and new definitions of terms that define requirements and allow
describing values should be formed. According to the authors, the contribution to the
development of this issue lies in the fact that considerable research has been carried
out into the interpretations of the relevant concepts, and the conclusions presented can
be used for the next specific steps.

For a comprehensive understanding and management of ongoing processes, the
authors suggest the following activities:

1. It is necessary to build an interdisciplinary dialogue to integrate theory and
practice from numerous fields, taking into account the global level of the issues that we
are exploring.

2. To do this, it is necessary to create a common knowledge base and a platform
for communication between all stakeholders.

3. Under these conditions, sustainable and constructive interaction will become
possible, in which new definitions of the concepts under discussion can be formulated
and agreed upon in order to further integrate them in practice, both socially and sci-
entifically.

Thus, the authors believe that in modern conditions trust is a category that needs
and can be built in multiple dimensions - between the stakeholders, between human
and technology, that is, at all levels and on all scales.
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