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Abstract. The main objective of the paper is to give an overview of global effects of
Al technologies, including socio-ethical principles, direct and non-direct economic
impact and regulatory frameworks for developing strategies of sustainable develop-
ment based on Al technologies. We will discuss these problems considering Al as a
part of the global process of technological development, and, therefore, will briefly
overview relationships between Al and other close fields (computational technologies,
data acquisition techniques etc). A particular focus will be on global risks associated
with the intensive use of Al technologies. Special attention will be given to the issues
of international standardization of Al and related technologies. A section on Al-based
social ranking will discuss fundamental problems inherent for such systems (biases,
non-transparency etc). That section will be followed by a section on deepfakes which
will be discussed in view of their dramatic effect on the conception of trust, both on
individual and population/state levels. The paper will also discuss effects of widespread
introduction of Al on other fields of research, such as chemical sciences and molecu-
lar biology. We will discuss pathways for sustainable development of “Trustworthy Al”
which may achieve the desired balance between the benefits and risks of using these
technologies and a global scale. We will discuss approaches that may lead to develop-
ment of strategic principles for accessing long term effects of Al followed by relevant
regulatory approaches.
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Introduction - economic and social impact of Al

he widespread use of artificial intelligence (AI) over the whole planet as a con-

sequence of the accelerated rate of digitalization of society, is leading to the

‘smearing’ of national borders (European Commission, 2021; Fedorov, Tsvetk-
ov, 2020a; Fedorov, Tsvetkov, 2020b). The huge technological capabilities of Al systems
have been implemented in many digital services (social networks, search engines, news
aggregators, marketplaces, etc.), significantly expanding capabilities of ‘traditional” in-
formation&communication technology (ICT) tools (Kurzweil, 2006; Yukhno, 2022a).
Today, Al is an important part of the global digital space (Lindre, 2022; Mironova, 2021;
Yukhno, 2022b; Yukhno, Umarov, 2022). However, in fact, it is still an unregulated (al-
beit extremely effective) tool which can provide significant geopolitical and economic
advances to owners of global digital platforms and services and change directions of
modern consumer, socio-political and socio-cultural trends (Fedorov, Tsvetkov, 2020b;
Fedorov, Tsvetkov, 2021a; Lindre, Kapitanov, 2022. In this paper, we will overview poten-
tial risks associated with Al and discuss pathways for sustainable development of these
technologies, leading to “Trustworthy AI”. Analysis of trends in patents and scientific
publications will be provided mostly based on analytics by Statista (www.statista.com)
and Dimensions (www.dimensions.ai) as well as other sources (will be referred later).

Moore’s Law and the Al Achievements as an Example of
(synchronized) Exponential Development

2021
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Fig. 1 Moor’s law vs AI challenges

One has to note that the term “Artificial Intelligence” is somewhat ambiguous;
more than 100 definitions of this term exist in expert communities, and the spectrum
of understanding of this term by public is even wider (Miao Fengchun, et al., 2021).
Therefore, to avoid confusion, we will follow ideas presented by Kurzweil (Kurzweil,
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2006) and make a distinction between “Weak AI” and “Strong AI”. By Weak Al (also
called Narrow AI) we mean an Al technology limited to a specific task (e.g. face recog-
nition or playing chess etc). We note that weak Al can mimic some particular aspects
of human behavior and automate repetitive routine tasks. By Strong Al we will mean
the creation of an artificial intelligence that outperforms the capacity that of a regular
human being in a number of different tasks simultaneously. We note that it is hard to
say whether we are going to achieve Strong Al in the near future and what would be
the base of this technology, if developed. In fact, all AI technologies that are known
these days can be qualified as Weak/Narrow Al Therefore, through the manuscript, we
will use the term Al meaning that it is the Weak AT if not mentioned otherwise.
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Fig. 2 Illustration of exponential increase of data transfer rate

Since the 1950s, when the term Al for the first time was introduced and became an
independent object for research, hundreds thousand inventions have been patented over
the world and more than 1.6 million scientific materials on the subject of Al have been
published. At the same time, judging by the analytics provided by Statista (www.statista.
com) and Dimensions (www.dimensions.ai) more than a half of all these Al-related pat-
ents have been published over the past decade. This exponential growth of Al applications
strongly correlates with exponential increase of computational power of microprocessors
(so-called Moor’ law, see Fig. 1) and exponential increase of the rate of data transfer (see
Fig. 2). Indeed, Al is strongly interconnected with computational technologies (Pavlov,
2016; Materials, 2020, 2021;) as well as with technologies for processing and transmission
of information (see Fig. 3). These three pillars make a synergy together and thus, provide a
solid background for a number of applications (Tejal, et al., 2016; Pavlov, 2016;Biamonte,
et al., 2017; Sharaev, et al., 2019; Andronov, et al., 2021;Babakov, et al., 2021; Kozlovskii,
Popov, 2020; Miao Fengchun, et al., 2021; Morozov, et al.,, 2021; Khokhlov, et al., 2022)
such as E-sport, Chemical Informatics, Robotics, Smart Manufacturing etc (see Fig. 3).
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Fig.3 Areas related to Al technology

Indeed (Weak) Al itself strongly relates with data analysis and data processing
techniques as well as with supporting technologies such as high-performance com-
puting, sensors etc. Therefore, one may present the modern Al as an assembly of three
components: (i) Data, (ii) AI Software (mostly Machine Learning Algorithms and
corresponding libraries and frameworks) and (iii) Supporting Technologies (compu-
tational and data acquisition and transfer infrastructure etc) — see Fig. 4. The most
“intelligent” part of this (arguably) is the Machine Learning frameworks; an example
of a typical Machine Learning pipeline is schematically presented on Fig. 5.

Weak Al is an assembly of data, technologies and methods

Weak Al*

Data

Software:

« Big Data Analytics
« Data processing technologies

+ Machine Learning technologies

NB: the vast majority of modern
advances in Al are due to success of
data-based machine learning
methods

Fig.4 Main components of weak Al
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Fig.5 Overview of a Machine Learning pipeline for decision making

Analysis of patents and scientific publications in the filed also demonstrate a steady
trend of shifting emphasis from theoretical research to the practical development of
Al products and services for commercial purposes. Machine learning, deep learning
and new neural network architectures are the most dynamically developing areas of Al
technologies in recent years (Miao Fengchun, et al., 2021). Achievements in this area
lead to the emergence of automated systems that can learn and perform cognitive tasks
previously accessible only to people. In the field of practical applications of Al, com-
puter vision and natural language processing demonstrate most significant progress.
However, as presented by Fig. 3, there is a number of promising applications in many
other areas as well.

Obviously, such technological development will have far-reaching social and cul-
tural implications (Kurzweil, 2006; UNESCO, 2019; Gurria, 2020; Fedorov, Tsvetkov,
2021a; Fedorov, Tsvetkov, 2021b; UNESCO, 2021;European Commission, 2021). It
is necessary to elaborate a system of criteria and a methodological basis for creating
strategies of sustainable development for countries and all of humanity in the context
of global application and development of AI technologies (UNESCO, 2019; UNESCO,
2021). We note that Al is a General Purpose technology: it transforms all economic
sectors and social activities in such a way that:

« Al will boost productivity in most activities it touches;

o Al like traditional ICT but to a larger extent, will affect income distribution,
hence social equilibria;

o Al challenges the very identity of humanity, which is based on intelligence:
hence it raises complex societal and ethical issues.

Following ideas of Mironova (Mironova, 2021) on classification of global risks,
we may select these main groups of global risks of widespread implementation of Al
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The group of global geopolitical risks includes: cyberterrorism using Al, instru-
ments of influence on the domestic and foreign policy of states, violation of the digital
sovereignty of states, ever increasing threat of the use of Al tools for the creation of
weapons of mass destruction (mainly chemical and biological), etc.

The group of global economical risks includes: the use of Al tools to provoke a
financial crisis (through manipulation on the stock exchange, cryptocurrencies, etc.),
high price instability in the market of computing components, monopolization of the
market of computing infrastructure, instability in the labor market and shortage of
personnel.

The group of global technological risks includes: negative consequences of scientif-
ic and technological progress, disruption of leading information systems, exponential
complexity of infrastructure, accumulation of errors and accidents, etc.

The group of global social risks includes: potential food crisis provoked by (mis-
used) Al-based logistics tools, the possibility of a “digital pandemic”, potential real
pandemics provoked by new infectious diseases “engineered” by Al increased migra-
tion activity of the population due to remote work, social inequality generated by tech-
nology, a huge gap in the standards of living of people in “digital” and “non-digital”
regions, distrust of power generated by deepfakes and other Al-based tools for social
manipulations.

Existential risks — violation of the balance between management and manipula-
tion in society, the emergence of processes of de-intellectualization and disorientation
of people in the information space due to substitution of their cognitive functions by
Al suppression of their biological and psychological needs by Al and related technol-
ogies (virtual reality, robots etc).

Polar discussions on Al regulation in leading international
organizations

Subijectivity and objectness Global monitoring and evaluation Data protection and the "digital
of Al mechanism sovereignty" of countries
Is Al a subject or an object of law? An international Al "supervisor" creating? Global digitalization without

restrictions?
How to protect your data?

Accumulation and analysis of
information on the implementation of
national Al standards based on
previously adopted international
agreements.

Supervisory functions in accordance
with the future "global Al regulatory
regime".

The main question is: who will control
o0 the "controller'?

Di: i onther y ion of Al are d d at the highest international level (UNESCO, Council of Europe (CoE),
International Organization for Standardization (ISO), International Electrotechnical Commission (IEC), Institute of Electrical and Electronics
Engineers (IEEE), European Commission (EC), Organization for Economic Cooperation and Development (OECD))

Fig.6 Discussions on the regulation of AI
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To summarize, one of the main existential threats is the phenomenon of “danger-
ous knowledge” (Mironova, 2021). Dangerous knowledge can be defined as informa-
tion obtained in the course of scientific research, development and analysis of big data
by AI, which negative consequences our society cannot always effectively control. This
is especially true for the use of Al in such fields as genetic engineering, nuclear physics,
chemical sciences and humanitarian technologies. Ultimately, this is a problem of the
ethics of science, values and the formation of humanistic ideals in the field of AI tech-
nologies. The discussion above leads us to a conclusion, that the almost unregulated
development of AL if it continues without being overseen by a proper set of regulatory
instruments, may lead to catastrophic global consequences. However there are very
polar debates on many national and international regulatory platforms on very basic
principles of regulations and there is no clear solution how to reach the desired bal-
ance between safety and technological freedom yet (see Fig. 6). Therefore, in the next
section we will discuss main international and national activities on development of
regulatory frameworks for AL

Regulation of Al technologies: still a challenge.

One of the most informative indicators of trends in technology is the content of
relevant technological standards and regulatory documents (Materials, 2020, 2021).
The analysis of documents created for the standardization and regulation of Al and
big data technologies allows us to see the priorities of developments in various coun-
tries, as well as draw conclusions about the activities of corporations developing Al
technologies.

Why Al technologies require standardization?

M B @&

Basic conceptions for Basic rules for Metrics, categories Precise scientific

the proper technical technologies which will be etc for the quality verification for many
regulation developed in the future measurement ambiguous terms
- R&D Software Systems
Science development production

End users - Technology Developers

Main problems: (i) standards are uncertain and developed mostly for narrow technology niches;
(i) 100+ definitions of Al exist in expert communities; (iii) rapid development&change of
technologies

Fig.7 Main barriers between different stakeholders of Al technologies and ways
of their settlement through proper standardization mechanisms
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The rapid growth of the AI technology market has requested the formation of a
regulatory framework for the subsequent regulation of the use of Al-based solutions
with the main goal of preventing harmful effects on humans and society as a whole
(see Fig. 7). At the same time, a more or less meaningful process of forming the regu-
latory framework started only in the 2010s, when Al systems had been already intro-
duced in a number of fields.

The key direction in creating an integrated system of international regulation in
the field of AT and end-to-end technologies is standardization, the results of which are
perceived differently among the vast expert community and various groups of stake-
holders (developers, regulators, engineers and users, industrial and academic sectors,
government agencies). It is not always possible to maintain a balance of interests, since
the technological agenda a priori has many obvious and hidden conflicts of interest
that arise when prioritizing most areas of standardization. Large IT companies are es-
sential investors in research in the field of Al standardization, including financing pilot
tests and conducting painstaking work on generalizing international expert thought.
Almost all editors and developers of Al standards and related documents have affilia-
tions with global multinational corporations such as Microsoft and Alphabet.

The documents required as the output of standardization process mostly have the
following format: an international standard, a technical report or a technical specifica-
tion. In addition, a set of documents may be developed to form a series of standards, if
the standardization area covers aspects that are clearly shared by consumers.

The main international initiatives on standardization of AI technologies have been
carried out through the Artificial Intelligence Subcommittee (PC 42) and the Joint
Technical Committee 1 (OTC 1) “Information Technologies” of the International Or-
ganization for Standardization and the International Electrotechnical Commission
(ISO/IEC)! established in 2017. To a much lesser extent, they are discussed and de-
veloped in the International Telecommunication Union (ITU). Expert support for the
standardization process is also provided by the Institute of Electrical and Electronics
Engineers (IEEE).

Currently, the main focus of standards development is shifted to the following
areas of application of Al systems: Big Data (DB), Intelligent and Autonomous Vehi-
cles (IATS). A special place in standardization is also occupied by issues of increasing
confidence in Al systems, risk management, ethics and problems of Al bias.

Since 2018, separate work has been carried out on the terminological and concep-
tual standardization of Al systems - the fundamental ISO/IEC document (ISO/IEC
22989 - Al - Concepts and Terminology) for all Al-related standards that have already
been adopted or are planned to be adopted.”

' https://www.iso.org/committee/6794475.html
2 1SO/IEC DIS 22989 Information Technology — Artificial Intelligence — Atrtificial intelligence concepts and terminology
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The formation of a series of international standards in the field of databases is pro-
ceeding in leaps and bounds. Despite the long overdue need to create a fundamental
terminological database framework that would establish the basis for subsequent doc-
uments in this area, other technical areas and related areas of standardization, there is
still no comprehensive terminological and conceptual framework. A fairly impressive
group of countries (USA, China, Ireland, Korea, Japan, etc.) represented by their sci-
entific expert and business community with objectively different starting approaches
to understanding the database are extremely slow to reach some consensus decisions.
Standards appear on certain aspects of the database, lagging behind the development
time, for example, from documents in the field of quality of AI systems.

On the national arena, in the context of big data, Russia has adopted an analogue
of the basic international standard - the preliminary national standard (PNST) - “In-
formation technology. Big data. Typical architecture”. This document focuses on the
description of the most important terminology and indicates the relevant areas of ap-
plication.

The technical report, which is essentially an overview of the parameters of human
“trust” in the field of Al technology applications, was published by ISO/IEC in April
2020. The emergence of human “trust” in Al technologies is linked to ensuring their
transparency, explainability, manageability, etc. at three levels: physical, cybernetic and
social. As part of the international discussion on standardization, it is assumed that
“trust” should be ensured at all stages of interaction and use of Al systems by humans
leading to the so-called conception of “Trustworthy AI” (see Fig. 8).

1. Develop a system for 2. Create an aggregator for 3. Optimization of the main
classification of Al the existing standards regulatory principles

Al systems International organization for standardization (ISO) Proposing the most relevant
Algorithms of Machine International Electrotechnical Committee (IEC) metrics etc
Learning
elc

Institute of Electrical and Electronics Engineers (IEEE)
different national standards
Robustness elc v Achance to develop a unique
regulatory framework

Reliability

Fig.8 Components of “Trustworthy AI”
and a pathway to an optimal regulatory framework
(UNESCO, 2019; UNESCO, 2021; Fedorov, Tsvetkov, 2020)

Verifiability
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For complex systems based on machine learning, trustworthiness is generally
understood to mean absolutely clear formalizable properties of the systems, such as
stability, reliability (aka robustness), guaranteed convergence, security, adversarial ro-
bustness — what is known as adversarial robustness, as well as a set of properties like
data privacy, that is, differential privacy (Materials, 2020, 2021).

We note that reliability, also known as robustness, is a kind of meta—property that
describes the preservation of a certain basic property, such as, for example, the same
level of stability in the presence of some uncertainties and disturbances in the system.
Another term which is widely used to describe trustworthiness is the adversarial ro-
bustness which is resistance to adversarial attacks. The most banal example here is
when some minimal distortion of visual information leads to severe misclassification:
a car can mistake a pedestrian for a pole or, say, for a fly on the windshield. And it will
not be classified as a kind of danger that needs to be avoided, just because the image is
a little noisy (Materials, 2020, 2021).

Differential privacy, aka differential privacy, is a property that consists in the fact
that the system can provide a certain level of protection of the user’s personal data.
Fault tolerance means the ability to maintain normal functioning, including stable,
performing restrictions, and so on, in the presence of a malfunction in sensors, a mal-
function in actuators, that is, control devices, and so on (Materials, 2020, 2021).

Adversarial robustness and differential privacy are relatively new concepts. These
are certain properties that can be considered as subtypes of reliability and stability, but
they have some specifics. Maybe there will be even more of these indicating properties
in the future, taking into account the specifics of AI (Materials, 2020, 2021).

In the near future, flagship documents in the field of Al standardization will be the
standard for technical regulation of artificial neural networks and the technical report
on their stability characteristics adopted in 2021. The main task of these documents
is to regulate the control at the stage of software product development in various in-
dustries and the rules for certification of system elements for assessing their stability,
with appropriate balance of interests on the part of engineers and manufacturers. For
example, the American National Standards Institute (ANSI) made a proposal, to fill
in the technical specification of ISO/IEC PC 42 in the field of machine learning goals
and methods and AT systems. It lists methods that make it possible to increase the ex-
plainability of AI systems for various stakeholders (developers, users, providers, regu-
lators), and the methods differ for each group of stakeholders. For developers, it means
strengthening the aspects of security and technical reliability; for users - the degree of
trust in the system or method, so that bias does not play a significant role; for provid-
ers — compliance with regulatory and technical regulations, and for regulators - un-
derstanding the opportunities and limitations when creating innovative frameworks.

Functional safety has become relevant in the course of the development of ma-
chine learning methods and related AI technologies, which have built a line of interest
in engineering, building a safe world based on innovative solutions. At the 6th plenary
session of ISO/IEC SC 42 in April 2020, a project on the functional safety of Al systems
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was proposed, which, after a short discussion, it was decided to implement in the for-
mat of the ISO/IEC SC 42 technical report. Functional security plays an important role
in the introduction of mathematical models, with the help of which the application of
a particular Al technology is realized. Their properties reflect the compliance of the
Al technology and system with peculiar safety rules. If there are explicable and under-
standable dependencies between the key parameters that determine the behavior of a
mathematical function, the correlation between the observed input and output data is
obvious, and then the model will be transparent and effective. However, the physical
phenomenon described by the model can be very complex, or have a very small scale,
or cannot be observed without the influence of experimental data that cannot be de-
scribed by a scientifically based model. All this causes difficulties in understanding
and verifying the model, introduces ambiguities and a certain degree of uncertainty.

The technical report on the functional safety of Al serves as a description of how
to control security, security risks and their relation to Al systems and technologies,
also giving classes of Al technologies and the level of their possible use. Classes (1-3)
reflect the possibility of greater variability when applied in various fields, from the
presence of clear recommendations on safety criteria to the inability to create safety
requirements at all. Levels (AD) show the degree of influence of the AI component of
the system on security in general. In addition, the document used the concept of the
level of automation and control, the degree of transparency and explainability of solu-
tions (from a completely transparent system to a “black box”), as well as other aspects
related, including, to the physical components of systems.

Thus, functional security can be specific and depend on the application of the Al
system. This opens up the possibility of implementing its aspects using different ap-
proaches at one or another stage of the life cycle of Al systems.

The above documents were created in ISO/IEC in order to form an extensive and
exhaustive base for a standard or specification for testing Al systems.

Al and Social Ranking: main risks.

Perhaps one of the most controversial fields of AI applications is the usage of Al
for development of social rating systems (Fedorov, Tsvetkov, 2020a ;Fedorov, Tsvetkov,
2021b). In short, a social rating system can be defined as, a set of social indicators eval-
uated by an automated system (Borodkin, 2004; Meadows, 1998). Based on the out-
put data (ratings or individual rating), state institutions and public institutions form
a model of interaction with a particular citizen. We note that many such systems have
been developed in education-related domains (Miao Fengchun, et al., 2021). Naturally,
as an effective tool for data analysis, Al became a popular instrument for development
of different regional and national social ranking systems. However, recent studies (Fe-
dorov, Tsvetkov, 2020a ;Fedorov, Tsvetkov, 2021b; Lindre, 2022) which analyze effects
of social ranking systems introduced in different parts of the planet revealed several
fundamental problems of such systems which we will briefly overview below.
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The main problems of the concept of social ratings are listed below.

1. Opacity of rules and algorithms based on which the social rating system will
evaluate human behavior. Modern systems of social rating are not transparent as they
typically hinder the information about both development process of rules and criteria
for evaluating human actions by an intellectual system as well as names of the devel-
opers. That raises the question about the degree of responsibility of the developers
and owners of such systems for making decisions that may be of crucial importance
for millions of fellow citizens? At the same time, it remains unclear how the social
rating system, which uses artificial intelligence (AI) to process huge amounts of citi-
zens data across the country or a single society, is actually making decisions as most
of AI algorithms operate on the principle of a classic “black box”. This means that
the output results do not imply an explanation of the reasons and circumstances for
which the Al system draws conclusions and makes decisions. People can only take for
granted the fact that an “intelligent” machine in real time “sorts” them into groups de-
pending on their behavior and committed actions, even if such actions and decisions
are not contrary to the law.

2. No one is immune from social deranking. Some lobbyists of the social rating
system (naively) believe that following certain patterns of a “good citizen” is a guaran-
tee of finding a person in the upper privileged group. However, like any other complex
technology, an Al-based social rating is able not only to track the general background
around a person based on a certain system of indicators, but also to go further - to
form an “opinion” about such a person, taking into account the multiplicative effect of
the perception of human behavior by the whole society. For example, a popular media
personality (politician, artist or athlete), on the one hand, has more opportunities to
maintain their social rating at a high level due to the cumulative effect of his positive
image. On the other hand, with a planned information campaign to discredit such a
person, the “intellectual” social rating system will take into account the perception of
this person in society that is changing for the worse, and it will be more difficult for
such a person to “correct” his rating with “good deeds” later. The system will give an
average assessment of a person taking into account “good deeds” and “bad” image in
the media space.

3. 'The social rating system may have a large number of hindered outcomes. The
distribution of people into categories depending on the current social rating may have
far-reaching consequences in all spheres of life. For example, a person with an insufh-
ciently high rating is unlikely to be hired for a prestigious job, and in the end this per-
son will not even understand why their job application was refused. The fundamental
right of every person - the right of freedom to choose ones life trajectory will be pro-
portionally limited to the designated part of the ‘phase space’ occupied in the persons
social rating. An unpaid fine for traffic violation or an unfulfilled “children’s program”
may manifest itself in the most unexpected way in one’s future and play a decisive role
in the fate of the person in the implementation of their plans for life.
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4. Digital discrimination of people. The adoption of a social rating system at a
state level in a country would actually mean the emergence of a “digital code of law”
and a “digital procedural code” in this country which will be parallel to the Constitu-
tion of the country and other regulatory legal acts (a set of social indicators and algo-
rithms for collecting, analyzing and evaluating information about a person included
in the Al system). Therefore, instead of giving people equal rights and responsibilities,
such a system would introduce a full-fledged mechanism of discrimination and re-
striction of human rights which may arise without committing illegal acts, which are
such under the current legislation.

There is a direct threat that the social rating will turn into a dictatorship of a cer-
tain system of values introduced by unknown programmers into an automated system
that works according to some criteria. This, in particular, is a direct violation of the
seventh article of the Constitution of the Russian Federation, which guarantees the
free development of a person.

5. The social rating system may lead to social destabilization. The introduction
of even individual elements of social rating can be very criminogenic - because such a
system will automatically provide illegal ways of “tweaking” the rating for a moderate
fee and ending up in a category of higher level. In addition, the social rating is a clear
provocation of public tension. It will obviously cause a protest mood in society, which
directly contradicts the modern understating of the function of a democratic state
where one of the most important tasks is to create conditions for mutual trust between
it and society.

In this context, the question of a person’s “transit” from one category of social rat-
ing to another remains open. Such systems provide an opportunity for a direct threat
of legal “enslavement” of a person, i.e. a lifetime at the bottom of the rating pyramid
due to an objective narrowing of opportunities for the latter to improve their perfor-
mance. Initially, the discrimination-oriented concept of social rating will infringe on
the rights of persons who, although they do not violate the law, do not “earn” enough
points of a “good citizen”.

It is noteworthy that the risks of social rating systems were identified and realized
by the governing structures of the European Union at an early stage. In April 2021, the
European Commission proposed to ban the introduction of Al technologies (resolu-
tion “On the European Approach to artificial Intelligence”), which are used for “mass
surveillance, applied in a generalized form to all individuals without any differences”
Surveillance methods such as “monitoring and tracking of individuals in a digital or
physical environment, as well as automatic aggregation and analysis of personal data
from various sources” will become illegal’.

3 https://ec.europa.eu/commission/presscorner/detail/en/ip_21_1682
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If this initiative is approved by the European Parliament and the European
Council, the European Union will completely ban the use of “high-risk” Al systems
and restrict the use of others if they do not meet the new standards. It is notewor-
thy that the “high risk” category includes, among other things, AI technologies in
robotic surgery, Al in software for hiring employees, Al for checking documents
and verifying evidence (in court proceedings), as well as Al for assessing the credit
rating of citizens - the primary element of the entire social rating system. Moreover,
the explanation to the European Commission document notes that the very essence
of social rating and the use of Al in applications that manipulate human behavior
to circumvent their will are unacceptable (European Commission, 2021). Business
representatives who ignore these new rules may be fined up to 20 million euros or
4% of the annual turnover.*

We believe that it is time to initiate full-fledged scientific research on the phenom-
enon of social rating on global scale. The results obtained should be submitted for a
wide public discussion with the participation of representatives of all sectors of socie-
ty (scientific and expert community, human rights organizations, legislators, business
circles, political parties, civil society, etc.).

Deepfakes - what is truth?

Deepfakes can be defined as synthetic auditory or visual media developed using
deep machine learning methods that create such a realistic impression that they can
deceive the audience (Hutchinson, 2020; Jaiman, 2020; Lindre, Kapitanov, 2022; Pra-
jakta, 2020). This is the main task of the authors of deepfakes — to make as realistic
illusion as possible. Synthetically created media vary widely in technical complexity
and application, ranging from low-quality “cheap deepfakes” to high-quality products
that can influence a person’s “perception of reality”, as well as in a certain sense alter
the decision making process of the person

Of course, the overall idea of creating of synthetic audiovisual content is not new:
Filmmakers have been using computer-generated images (CGI) since the 1970s in or-
der to enhance. However, these methods were very expensive and only a few compa-
nies had access to such technologies. These days, the development of digital technol-
ogies has made complex synthetic media inexpensive and easy to produce (especially
thanks to the proliferation of free and open source software). As a consequence, mil-
lions of people create such content every day using their home computers and even
smartphone (Davis, 2020).

4 https://ec.europa.eu/commission/presscorner/detail/en/ip_21_1682
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Deepfakes can be successfully and usefully used in such areas as education and
art, but it turned out that deepfakes are more likely to harm individuals, business, so-
ciety and democracy as a whole, and also accelerate the process of falling public confi-
dence in the media (Jaiman, 2020;Logacheva, 2021; Babakov, et al., 2021; Dementieva,
Panchenko, 2021). Such an erosion of trust will contribute to the flourishing of de
facto relativism, destroying the structure of democracy and civil society under strong
pressure of false information.

The grand scale of using the deepfakes by many stakeholders (including state
agencies, companies and individuals) pose a number of challenges to modern society.
The most growing general concern is about how deepfakes contribute to the evolution
of the era of Internet disinformation (Perez, 2019). Indeed, as tools for creating syn-
thetic information for a mass audience are being constantly improved at the technical
level, regulatory agencies across the globe are trying to solve simultaneously emerging
socially significant problems associated with an adequate response to new risks and
threat provide by deepfakes (mainly the high rate of distrust to public media).

For instance, there is an important question on protecting the rights of individuals
in the sphere of control over the commercial use or misuse of their images and other
aspects of “digital” identity (Jaiman, 2020). The methodology of creating deepfakes has
already developed to such an extent that many people may fully recreate their image
or somebody’s else image in digital form in order to use these ‘updated’ images in var-
ious kinds of virtual projects in which they do not take direct “personal” participation
(Davis, 2020). In this case what would be the fee for the commercial use of their images
and the image in general, who will posses the rights of using the new image (which can
be of considerable value)?

Even more importantly, in the framework of legal proceedings, deepfakes can pose
a serious threat to determining the authenticity of the most important evidence, since
the continuous development of technology significantly complicates the process of
separating real digital evidences (images, video, audio etc) from forgery and, therefore
compromises the use of digital evidences (Kietzmann, et al., 2019; Prajakta, 2020). For
example, some courts in the United States have allowed taking photographic evidence
without verifying the reliability of eyewitness testimony in accordance with the so-
called the “silent witness rule” (the use of “substitutions” when accessing confidential
information in the United States in the open jury trial system). While maintaining the
current dynamics of the spread of deepfakes, it may become a common practice for
lawyers to declare that the digital evidence against their client is a fake. This circum-
stance may cause the jury to doubt the authenticity of real evidences (Prajakta, 2020).

Another problematic area of using deepfakes is the field of cybersecurity (Gurria,
2020). Indeed, falsified data and digital trace of a person provide unprecedented risks.
For example, sensor data may be falsified and then transferred to an Al decision mak-
ing systems, which will lead to the deception of the artificial intelligence system with
the subsequent adoption of incorrect decisions by it (Davis, 2020).
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A comprehensive system of protecting society from the destructive use of deep-
fakes begins with software designed to detect deepfakes or increase the technical
ability to distinguish between real and fake content. Such technical solutions include
both Al systems trained to recognize anomalies characteristic of deepfakes, and cryp-
tographic methods that can be integrated into video and audio recording equipment in
order to detect unauthorized access. However, the means of detecting and countering
deepfakes will always lag behind the pace of development of the deepfake technologies
themselves. In addition, the solution to the following problem is not yet visible: simply
knowing that a certain video file has been processed does not provide information on
how to identify the creators and hold them accountable (Davis, 2020; Jaiman, 2020).

The second level of counteraction to destructive deepfakes is legislative regulation.
For instance, a number of states in the United States, for example, Virginia, have adopt-
ed local laws criminalizing deepfakes used in pornography; and the state of Texas has
additionally criminalized deepfakes created to influence the electoral process. From
another side, the states of Massachusetts and California have not been able to approve
bills aimed at countering deepfakes, due to concerns about excessive “overregulation”
of the IT industry (Davis, 2020; Jaiman, 2020).

Perhaps, the best result would be the development of technical and legal tools for
managing the risks of harm from deepfakes that do not suppress innovation and busi-
ness activity, as well as do not encroach on freedom of expression. Responsibility should
come for individuals without the introduction of universal bans on new technology.

An urgent and practically unsolvable problem in most countries of the world today
is that state, primarily regulatory authorities, do not take sufficient actions to ensure
the authenticity of audiovisual content distributed in the public space. Encouraging
digital platforms to self-censor and self-identify destructive content using deepfake
technologies has a very limited effect. For example, if the origin of the video cannot be
traced, national governments are recommended to create a body that can detect deep-
fakes using blockchain technology. The essence of the experts’ proposal is that block
chains store data in a decentralized network in which anyone can verify the originality
of the information by comparing it with a certain unique and unchangeable key. Even
the slightest manipulation of data will lead to an easily detectable discrepancy.

The technological approach to managing and limiting malicious deepfakes is to
develop methods and methods for authenticating authentic content. An example is a
technology called AmberAuthenticate, which works on devices that reproduce origi-
nal, i.e. authentic photos, audio and video content in real time as content is recorded.
The program creates the so-called “truth layer”, which is the original content cryp-
tographically marked with numerous digital fingerprints, and then archived in a pub-
licly accessible block chain. This fingerprinting of digital content is used to track its
origin as it spreads in the digital space and to help detect and respond to attempts to
manipulate the original content.
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In another part of the planet, Cyberspace Administration of China has developed
rules (enforced on January 1, 2020) prohibiting any publication in the digital informa-
tion space with modified content created using Al technologies without appropriate
warning. These measures were taken for reasons of national security in order to pre-
vent the replication of fake news and the spread of political disinformation at an early
stage (Jaiman, 2020).

The new rules allow law enforcement agencies to prosecute individuals who cre-
ate deepfakes and video platforms on which they are posted. The document does not
specifically mention the term deepfake — instead, it is prohibited to publish generally
misleading content that could damage the reputation, for example, of a political figure
or deceive voters (Babakov, et al., 2021). At the same time, the rules for regulating
deepfakes are lengthy in nature, for violation of which no specific administrative or
criminal measures are formally provided (Jaiman, 2020).

At the end of the section we would like to cite the proposals from the study of In-
diana University “Deepfakes: Trick or treat?” on how to regulate deepfakes and combat
malicious content based on this technology (Kietzmann, et al., 2019).

1. Fixing the source content that guarantees the detection of the unreliability of
the deepfake. An effective fight against deepfakes created for the purpose of deception
or manipulative influence on a person involves a system of early detection and blocking
of such content. In this regard, technologies that track and record a persons life, includ-
ing his geolocation, interaction with other people and institutions, as well as informa-
tion about any other “external” activity, are becoming in demand. Despite the direct
threat to privacy, privacy and confidentiality of human actions, from a technical point
of view, collecting such information from modern mobile devices seems quite simple
and convenient. However, such personal and sensitive data should be encrypted, stored
and used for comparative analysis only if necessary in order to “expose” deepfakes.

2. Exposing malicious deep fakes. Along with the development of Al technolo-
gies that simplify the process of creating and improving the final result of audiovisual
deepfakes, there are also technological innovations being developed for the detection
and classification of deepfakes. The leaders in this area are the United States. For ex-
ample, the Agency for Advanced Research Projects of the US Department of Defense
(DARPA) has innovative means of detecting deepfakes, in particular, the program for
forensic examination of digital media content, as well as deepfake detection services
such as Truepic. Global corporations and digital platforms are also investing serious
resources in the identification and detection of deepfakes.

3. Protection of rights within the framework of the law. Victims of deepfakes
must have a system of protection provided by law against material or moral harm
caused to them in the event of defamation, malicious intent, violation of privacy or
emotional distress caused by deepfakes, as well as in cases of copyright infringement,
imitation and fraud related to deepfakes.
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4. Taking confidence-building measures. Global companies that claim to adhere
to universal moral principles and human rights, in the context of deepfakes, should re-
double their efforts to build trust with their customers and establish strong emotional
ties with them. In this case, if companies or their brands become involved in scandals
on the basis of diplomatic threats, traditional customers and partners are likely to take
the information noise critically and maintain their loyalty.

Al in Digital Pharma and Molecular Biology

Pharmaceutical sciences and molecular biology undergo a “phase transition” due
to the widespread usage of data-intensive machine learning techniques in these fields
(Sosnin, et al., 2018b; Yang, 2018; Kozlovskii, Popov, 2020; Sosnina, et al., 2020; Za-
retckii, et al., 2022). From a distant point of view, it might seem strange because these
fields have been traditionally associated with heavy usage of experimental techniques
and clinical trials. However, modern research programs in biomolecular sciences have
at their cores experimental (e.g. data from clinical trials) as well as computational
data-generators (e.g. data on molecular modelling); thus data analysis and machine
learning research based on the generated data may greatly contribute to the progress
in these fields. Digital Pharma is one of the remarkable examples, where in vitro or
in silico High-Throughput-Screening platforms are used to derive predictive models
which can be applied to solve fundamental and practical problems in modern drug
discovery and molecular design (Sosnin, et al., 2018b; Sosnina, et al., 2020; Andronov,
et al., 2021; Khokhlov, et al., 2022).

Al in Digital Pharmacology

Prediction of properties of Development of software for in Understanding relationships
organic compounds silico profiling of pharmaceuticals between important properties
compounds

+ Toxicity ] ] Advanced computational tools The main problems identified at

* Physical-chemical properties for profiling of bioactive the stage of clinical trials are the

. T9X100_|09|06| properties compounds toxicity and insufficient

- Biological activity effectiveness of the candidate
e s FDA approvals:

1/ 30% new drug candidates
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The development of a new drug

is a long and expensive process:
~ 10 years, $ 1 billion; Al can

v Chemical data do not become obsolete! make it cheaper and faster

v The key to Al in digital pharmacology is collection and analysis of big

data. p > > > S >

Fig.9 Digital pharmacology problems
(Andronov, et al., 2021; Karlov, et al., 2019; Karlov, et al., 2020; Khokhlov, et al., 2022;
Krasnov, et al., 2021; Sosnin, et al., 2018a; Sosnin, et al., 2018b; Sosnin, et al., 2018¢;
Sosnina, et al., 2020d)
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Every year pharmacological companies across the globe spend hundreds billions
of US dollars on drug development and design. To cope with the crisis related to the
exponential increase of the costs of R&D in these areas, one needs to develop ap-
proaches, and data-intensive molecular technologies hold a great promise for this. In-
deed, recently a number of works on applications of Al in digital pharma and molecu-
lar biology have been published in the high-ranking journals which provide excellent
examples of a cross-over between state-of-the-art data-intensive computational meth-
ods and “wet” biology (Young, et al, 2018; Popov, et al., 2019a; Popov, et al., 2019b;
Popov, et al., 2019¢; Karlov, et al., 2020; Kozlovskii, Popov, 2020; Kozlovskii, Popov,
2021a; Kozlovskii, Popov, 2021b; Morozov, et al., 2021; Zaretckii, et al., 2022).

Al in Digital Pharmacology

Technologies for organic and medical chemistry tasks

Research:

The chemical space is vast: its potential dimensionality only for small molecules is
estimated as large as 108° small molecules. How to look for new candidates in such
enormous amount of molecules?

v Chemists need methods for navigation in chemical space. Artificial intelligence can provide such
an opportunity.

The selection of candidate molecules is similar to the selection of astronauts: a significant stream of
candidates at the entrance followed by multistep selection of several appropriate candidates.

S

Fig.10 Tasks for Al in digital pharmacology

Progress in experimental techniques have already resulted in accumulation of a
large amount of corresponding data and the speed of generation of new data is still
growing (Sosnin, et al., 2018b). Effective integration of large-scale data analysis with
“wet” biomolecular sciences require development of new approaches and new tools, as
well as qualified researchers and engineers with both, computer science and chemical/
biological backgrounds, to integrate Al-based tools with experimental research pro-
grams. Moreover, the chemical space has a complex structure and vast dimensionali-
ty; therefore, straightforward machine learning pipelines typically have a very limited
applicability domain, making them useless in practice. Using state of the art data-in-
tensive statistical analysis techniques along with molecular modelling and machine
learning approaches allows one to expand the applicability domain of ‘pure’ machine
learning methods and develop more robust solutions (Sosnin, et al., 2018a). This stra-
tegic area aims to develop the end-to-end technologies using knowledge-, sequence-,
graph-, and structure- and multidimensional-based representations of intensive mo-
lecular data (Andronov, et al., 2021).
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Al for solving structural biology problems
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Fig.11 Structural biology problems
(Popov, et al., 2019a; Popov, et al., 2019b; Popov, et al., 2019¢; Karlov, et al., 2020;
Kozlovskii, Popov, 2020; Kozlovskii, Popov, 2021a; Kozlovskii, Popov, 2021b;
Morozov, et al., 2021; Zaretckii, et al., 2022)

The two key strategic directions in the field are:

 develop and apply Al-based tools to explore target regions in chemical space
and generate new chemicals with desired properties;

 develop and apply Al-based tools to explore target regions in biological space
with a focus on molecular biology and molecular mechanisms of drug-macromolecule
and macromolecule-macromolecule interactions.

Figures 9-10 illustrate the first approach. Figures 11-12 illustrate the second ap-
proach.
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Fig.12 Tasks for Al in structural biology
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Potentially, one may estimate that Al applications in bimolecular sciences may
(i) reduce the costs of R&D for development and design by 30-50 percent; (ii) reduce
the time for development of new drugs and vaccines by 20 (pessimistic) to 70 (opti-
mistic) percent; (iii) greatly reduce potential risks of new drugs (side effects, stability
issues etc) due to the thorough in silico validation of drug candidates. Therefore, if
widely introduced, these tools can potentially save equivalents of hundreds billion of
US dollars per year and, more importantly, save millions of human lives and greatly
contribute to the improvement of human health on the whole planet. However, despite
of the positive effects of the already many applications of Al-based techniques in dig-
ital molecular sciences, there are raising concerns about potential risks related with
the implementation of these tools. For instance, recent study has shown that AI-based
methods can be used for rapid generation of highly poisonous compounds (Urbina,
et al., 2022). Therefore, the dual nature of Al again reveals itself in these areas as well,
which raise questions about proper regulations of applications of AI methods in inter-
disciplinary domains.

Discussion

Due to the many social and economic effects of these technologies, a number of
Al-related topics been included in the political and humanitarian agenda of the UN
in recent years (UNESCO, 2019; UNESCO, 2021). A significant role in this was played
by the Sustainable Development Goals (SDGs) adopted at the summit of the World
Organization in 2015, which are a list of 17 global goals and 169 tasks (United Nations,
2015). The successful implementation of most of them is connected with the need to
consolidate the efforts of mankind to achieve the new level of development of the soci-
ety. It is assumed that the transition from the third to the fourth industrial revolution
(characterized by the development and mass introduction of cyber-physical systems
into global production) will allow one to accumulate and use additional resources in
order to stimulate the growth of the world economy, the widespread elimination of
poverty, reducing the negative human impact on the environment, etc. The prerequi-
sites for such a transformation are the introduction of a fundamentally new techno-
logical base into all key spheres of society’s life that can accelerate the evolution of the
main socio-economic processes, as well as create new ones and increase the efficiency
of existing production chains. The leading role in this is given to “smart” high-tech sys-
tems that use Al or its individual components in their work. However, as stated in the
introduction, mass-scale introduction of Al poses a number of existential risks, which
may affect the fate of the whole civilization. At the same time, in the area of assessment
of risks associated with AI we need to transfer from discussions and postfactum ob-
servations to fundamental research aimed to development of a set strategic principles
for proactive risk assessment and modelling/evaluating corresponding measures to
mitigate these risks. The tasks is challenging indeed because of the exponential speed
of development of Al and Big Data technologies (see Fig. 1 and Fig. 2 for illustration).
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However, one may learn from the history of pharmaceutical sciences which dur-
ing the 20-21* centuries have evolved from an unregulated wild field to the stage where
every steps of the drug development process are strictly regulated based on both, sci-
ence&technology as well as ethics. It is timely to remember the oldest principle of
biomedical ethics, primum non nocere (‘first, do no harm’), which can be applied as
the main approach for regulating development of Al technologies. Overall, despite of
the many distinctive features of Al the overall problem of regulating potentially dan-
gerous technologies (e.g. nuclear tech, cloning, development of bioactive compounds
etc) is not something unique for the humankind. Many useful practices and policies
from other fields can be adopted which can optimize resources spent on development
of regulatory framework for Al Such an approach may lead to the development of an
adaptive regulatory framework which will be aligned with the principles of transpar-
ency, cooperation, accountability and ethics in order to facilitate safe and sustainable
development of Al-based innovative products.
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