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loHTapb Jllogmuna OneroeHa

AHHOTaUMA. B pamKax [JaHHOW CTaTbW npepnaraeTtca paccMOTpeHue KOHLenuui
«YnpaBreHve UHTEPHETOM», a TaKKe Ponv MHOGOPMALIMOHHBIX CUCTEM U MepeoBbIX
TeXHoONorn B HKX. B cTaTbe mpepgnpuHATa NomnbiTka NpoaHanu3npoBaTb Gapbepbl U
yrpo3bl B J@HHOM HarnpaBieHnN, a TakXe BblAennTb KaueCTBEHHO HOBYIO 3aKOHOMep-
HOCTb («3aKOHOMEPHOCTb $a3») MHOPMALMOHHbBIX CUCTEM B MPOCTPAHCTBE UHTEPHET
N VHTErpmypoBaTb B KOHLENUMIO «YNpaBieHNA MHTepHETOM». Takxke nNpuBefeHbl yrpo-
3bl, HANPUMEP, «TeMHbIN nHTepHeT» Darknet, NpoTMBOGOPCTBO «ONOYHBIX CUCTEMY, HE-
YCTOMUYNBOCTb MHTEPHET-COeAMHEHNA U T. Ai. ABTOP MPOBeN CyLIEeCTBYIOLLYIO aHANUTUKY
no KoHuenuun «YnpaeneHne VIHTeEpHETOMY, a Takxe chopMynMpoBa TEOPETUKO-NPU-
KnagHyo 3aKOHOMEPHOCTb, KOTOPYIO BaXKHO YUMTbIBaTb NPY fafbHENLLIEM Pa3BUTUM UH-
bopMaLMOHHBIX CUCTEM 1 NPOCYETE PUCKOB B chepe GopMrpPOBaHNA MeXXAyHapPOAHOM
NHPOPMALIMOHHON SKOCMCTEMBI C UCMOMNb30BaHVEM NepefoBbIX TEXHONOMMIA. B cTaTbe
NPYBOAATCA HOPMATUBHO-MPABOBbIE MeXaHW3Mbl peanu3alunm KoHLenuum n o6ocHoBa-
HVe ee 3HaYMOCTU B YCIIOBUAX NPaBOBOI HeonpeaeneHHocTU. [NogpobHo paccmoTpe-
Hbl da3bl pa3BUTUA NHPOPMALIMOHHBIX CUCTEM, @ TaKXKe XapaKTepHble YepTbl Kaxxgomn
n3 $a3, X posib B CTAHOBMIEHNM MHPOPMaLMOHHbBIX CcTeM. ABTOP npuBen 06o0Lato-
WMe OOKYMEHTbI MO KOHLUEeNuuam «YnpassieHne MHTePHETOM» B OOOCHOBAHME CBOMX
No3uLMiA, a TakXKe PacCMOTPen BO3MOXHOCTU Pa3BUTUA MHOOPMALMOHHBIX CUCTEM,
YUUTbIBasA OTAESbHbIN HALMOHANbHBIN ONbIT (3KCNNyaTauma cuctembl «focTex» 1 Apyrux
aKocucTeMm). B ctatbe npenpuHATa NONbITKA BbIAENUTb OOLLIECUCTEMHBIN NOAXOS K WH-
$OpPMaLMOHHBIM CCTEMaM 1 BO3MOXKHOCTb MX BbIXOfa Ha MEXYHapOLHbI YPOBEHb B
pamKkax obLuen KoHLenuumn «YnpasneHUa UHTEPHETOMY.
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P. Bakmuncmep Pynnep

HacTosAllee BpeMs, Bce 6ojiee aKTya/lbHbIM CTPATern4ecKiM BOIPOCOM sB-
JIAeTCA «yIpaB/ieH)e NHTEPHETOM», TIOAXO/BI 1 CrieliyKa OTHOIIEHNII B
VHTEPHET-IIPOCTPAHCTBE Y MEXaHVKa B3aMMOJEIICTBUSA aKTOPOB Ha MeX-
IYHapOJHOM ) HAI[IOHAJIbBHOM YPOBHSAX, BK/IIOYas MH(POPMAIVOHHBIE CHCTEMBI Ha
ocrose VI [10]. OgHako B TeXHMYECKON UTEpaType U MEePUOLUKe BOIPOC IACTO
HVBEIMPYETCS [0 Nepefauyl JaHHBIX U CKOPOCTY TaKOJl Iepefiady JAHHBIX, MO0 X
o6paboTkn. C TOUKY 3peHNs, MEKIYHAPOLHbBIX MPABOBBIX KOHIEMIINII BOIIPOC IO
YIIpaB/IeHVIO MHTEPHETOM CMEIAETC B CTOPOHY Teopuu «cep» U pasjieNeHus NH-
TePHeT-IIPOCTPAHCTBA Ha HUX, T.e. KKAAsA cpepa BKIIOYAET IPYNIY TOCYAAPCTB U
COOTBETCTBYIOLIVE HOPMBI, TEXHIYECKIE PeIJTaMeHThbl, B COOTBETCTBUM C KOTOPBI-
MU ceTh «VIHTepHeT», a, C/IeflOBaTe/IbHO, OTOKOBAs Iepefaya JAaHHBIX KOHTPOJIN-
pyeTcsi KOHKPEeTHBIM T'OCY/IapCTBOM, a MIMEHHO BBeJIeHME PEKVIMOB «00e3/TyeHHbIe
JIAaHHBIX», «IIePCOHA/IbHBbIE TaHHbIe» U T.j. C MIPaBOBOI TOUKM 3PEHUS, KOHIIEIIINS
«YTpaB/ieHNe MHTEPHETOM» PAacCMAaTpUBAETCA INy0OXKe, TaK KaK IPaBOBbIE OCHOBBI
0asupyroTCcA Ha aKTaxX-IPOTOTUIIAX KOHKPETHOTO IOCYAPCTBA 10 IPVHATYUA COOT-
BETCTBYIOIIETO JOKYMEHTa Ha MeX/JYHapOfHOM ypoBHe. KpoMe Toro, HuBenmpyercs
¥ BOIIPOC OTHOCUTEIBHO MH(POPMAL[IOHHBIX CUCTEM (TOCYHAPCTBEHHBIX U YAaCTHBIX),
YTO B HACTOsIIEe CTABUT OOJIbIlE AHATMTUYECKNX 3a/jay 10 MCCIEOBAHNIO JAHHOI
TeMBbI B IPOEKIVN MHGOPMALMOHHBIX OTHOLIIEHWIT B CeTH «VIHTepHeT».
Mudopmanyonnsie cuctemsl (1udpossie sKocucTeMbl) B cetu «/IHTepHET», Oe3-
YCIIOBHO, 3aHMMAIOT 0c000€ MeCTO 11 00/1aaloT ONpefie/leHHbIM CTPATeINIeCcKuM pe-
CYpCOM I pa3BUTUA KOHIENIVN «yIpaBieHre VHTepHeTOM». OBHAKO, OCTaeTCA
MHO>KeCTBO BOIIPOCOB, CBS3aHHBIX C UX Pa3BUTUEM, «IBOTIOLIUEI» U T.JI.
B 97011 CBs13M BO3HMKAET 3aIIpOC Ha MOPOOHOE PacCMOTPEHVE BOIPOCOB PaBoO-
BOTO XapaKTepa B KOHTEKCTE YIIPaBJIeHNA HTEPHETOM.
[IpaBOBOII M TeXHMYECKUIT aHAN3 HAa MEXIYHAPOTHOM U CPaBHUTENbHO-IIpa-
BOBOM YpPOBHE IIO3BOJINT OIpENe/NTh HEKOTOpBIe COfepKaTe/IbHble aCIIeKThl KOH-
Hemyy «YnpasneHus VIHTepHETOM», a TakKe B3aMMOCBS3b MEXJYHAPORHOTO 1
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HAIVIOHA/IbHOTO HAIIPaB/IeHN A, PUCK-(AKTOPBI, KOTOPbIe MOXKET IIOBJI€Yb ITOZ0OHASA
KOHLeNIsA. JJOIONHUTENIbHO, C/IeflyeT OTMETUTh CMBICTIOBOE 3HAUeHMsA IMOf00HOM
KOHILIEIIIINY, KOTOpasi B CBOIO O4epefib BIMseT Ha 06pabOTKY JJaHHBIX, CIIOCOOBI Tie-
penaun TaHHBIX, IIPABOBOI PEXXUM JJAHHBIX U aITOPUTMBI IOKCKa MHPOpManuy, a
TaKXXe ee CYMTBIBAHISA, MCIONb30BaHNM TexHonmoruit VIV misa pyHKumMoHMpoBaHMA
MHGOPMALVOHHBIX cUCTeM (LUPPOBBIX IKOCUCTEM).

CMBIC/IOBast COCTABISAIONIAS KOHIETIIUN «YIIPaBIeH)s MHTEPHETOM» BK/TIOYaeT
B ce0s HALlMOHA/IBHO-TIPABOBBIE JOKTPUHBI, MEX/[YHAPOJJHbIE Y MY/IbTUCTEKXOT ie-
poBble Toaxoxbl. [lofo6HOe pasHONIaHOBOE COfEp)KaHIIe, TOBOPUT O HEKOJ IIPOTH-
BOPEUMBOCTH U JJaXKe TEXHNYECKMX OTPELIHOCTAX caMoit ceTn «VHTepHeT». [Tocen-
HIIe CBOJATCS K CPaBHEHMIO C apafjokcoM bypanmu-DopTi, KOTOPBII 3aK/TI04aeTCs B
IPOTUBOPEYNBOCTY TEOPUY MHOXKECTB Vi B KOTOPOI IIOCTPOEHVIe MHOXKEeCTBa (KaK 3a-
KOHOMEPHOTO IPOIiecca 1 AB/IeHN:A) Bo3MOXXHO. CeTb «/IHTepHeT» MOJ06HO JaHHOII
TEOPUU TAK>Ke SB/IAETCS IPOTUBOPEUMBOI U CIOXKHON BBUJY €€ HAIlVIOHA/IbHO-IIPa-
BOBOJI IIPYPOJBI, IOAXOI0B K HOPMATVBHO-IIPABOBOMY COIIPOBOX/IEHWIO VI PETYIIN-
POBAHMIO B Pa3INYHBIX rocyAapcTBax. COOTBETCTBEHHO, eC/I PacCMaTpPUBATDh CEThb
«VIHTepHeT» B YCIOBUAX NOJOOHBIX HOPMATVBHBIX VI TEXHIYECKIX BBI3OBOB, CTIEYeT
CKa3aTh O TEHAEHIVM TPAaHCPOPMALNY B MEKIYHAPORHYIO M OCTIOXHEHUN MY/IbTH-
CTeIIKXONiepoBbIM IToaxonoM. Cama 1o cebe TaHHASA 3aKOHOMEPHOCTD ceTn «/HTep-
HeT» MOXKeT OBbITh OljeHeHa KaK MOIOKUTE/IbHAS IMHAMIKA B CTOPOHY IIOCTEIEHHOII
yHM(UKALY TIPaBOBBIX PEXXVIMOB I HOPMaTVBHO-IIPAaBOBBIX CTAaHAAPTOB.

[TomaraeM BepHBIM PacCMOTPETh HECKOIBKO MOAXOMOB K KOHLENMIVN «YIpaB-
NeHue VIHTepHeTOM»: T'eONOMUTIYECKIIl (COmep)KaTebHbIN), MeX[YHapOFHO-IIpa-
BOBOI1, MY/IbTYCTEIIKXO/I/IePOBBII TTOXOf, (IPOEKTHI ICKYCCTBEHHOTO MHTE/IEKTA B
darknet). A Taxxe paccMOTpMM B3aMMOCBS3b KOHIeIIuy «YipasneHus VIHTepHe-
TOM» C TEXHOJIOTHEN UCKyccTBeHHOro nHremmiekra (VM) n nadopMannoHHbIMu cui-
cremamil (LPPOBBIMI 9KOCHCTEMAMI).

1. Teononumuueckuii (codepscamenvhoiii) n00xX00 Kk ynpaeneHuro uHmepHe-
mom. Cemesoii Helimpanumem zpynn 20cyoapcme 6 uudposvix cepax.

CaMmocTosTenbHblE BHYTPUIOCYJAPCTBeHHBbIe IIaTGOpPMbI, KOTOpBIE CYIIe-
CTBYIOT B (hopMe MH(POPMALVOHHBIX CUCTEM ¥ SKOCUCTEM ITOCTEIIEHHO OKa3bIBAIOT
BHEIIIHee BO3JeiiCTBYE Ha TpaHChHOpManio OOMbIIIeNl YacTH COLMANbHBIX M 9KOHO-
MI4ecKux otHoureHuit. Ho, JaHHbIe egMHNIBI caMMt 1TO cebe He MTPAI0T KAKOM-TO CY-
BEPEHHOII U CaMOOBITHOI POJIN, HO 1, OffHOBPEMEHHO, CIOCOOCTBYIOT aKTVBU3ALIN
CyBepeHMTeTa TOCYAAPCTBA B MHPOPMALOHHOM IIpocTpaHcTBe. Kaxas 13 mHpop-
MaIVIOHHBIX CUCTEM, 9KOCKUCTEM CO3/IaHa C IIe/IbI0 ITPOABIDKEHNS MHPOPMALMOHHBIX
YCIIYT, X TUPXMPOBaHMs MO0 CO3MaHMsl efMHO cpenbl HoBepusi. Cpenbl foBepus
(nmeeTcst BBUAY GOPMMpPOBaHMEe HAIPAB/IEHNS «IIPO3PAYHBIX» OTHOLIEHMII B CETH
«V/IHTepHeT», IMPPOBOM IPOCTPAHCTBE, KOTOPbIE II03BOMAIOT MIO/Ib30BATEIISIM OCY-
I[ECTB/IATD CBOIO JIESTEIBHOCTD Ha JOBEPUTEIbHBIX HaYa/laX C PaslINYHbIMU aKTOpa-
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MJ1) BO MHOTOM HAIIOMJMHAIOT 3aKpBITbIe SKOCHCTEMBI, B KOTOPBHIX TPaKlaHe MOTYT
IIOMVIMO YC/TYT BBIIIOJTHATD TPYAOBbIe (PYHKLMM, Ipef/IaraTb TEXHNYECKIe PelleHN,
dbopmmpoBaTh COOCTBEHHBIE TMYHbIE KAOWHETBI, MHTEPPEIIC 1 T.1.

Crucrema «[ocTex» BBICTYIIAaeT YHUBEPCAIbHOI ITATHOPMOIL, KOTOpast YCKOpsieT
3aITyCK CEpBICOB, KOTOPbIe BKTIOYAIOT B Ce0s1 KaHaJIbl, IPORYKTOBbIE (haOPVIKIL, TUIIO-
BBI€ peleHns, 6a3oBble CepBUCHI IIATPOPMBI, PaOpPUKY JAHHBIX, TOCYAPCTBEHHOTO
obmaka (XpaHWINIIA JaHHBIX), MHPOPMALMOHHYI0 0€30IacHOCTD, IIPOV3BOACTBEH-
HbIiT Iporecc MHGpacTpyKTyphl. [TogobHble UdpoBbIe TPaHCHOPMALVIN TOCYAAP-
CTBA UJIEHTUYHBI C KeICaMI IPYTUX FOCYAPCTB.

B Poccumiickoit ®Pepepanyy cosfaHa ¥ COBEPLIEHCTBYeTCs MHPOPMALMOHHAS
cucrema «JocTex», KOTOpas BKIIOYAeT: TOTOBBIE CepBUCHI, cepBychl No-code 1 Low-
code, TeXHOTTOIMYECKIE CEPBUCHI, CEPBUCH Pa3pabOTKM, MHPPACTPYKTYpHBIE CEPBIU-
col. [Ipy aTOM HaHHAA cycTeMa IpefaraeT, Kak CO3JlaBaTh TEXHMYECKNE pelIeHNsA
C TIOMOIIBIO PAa3INYHBIX PECYPCOB, TaK M MPEAOCTABIATD, Y TUPAKUPOBATh HOBBIE
yoryru u pemeHus. Kpome Toro, Ha crparermieckoii ceccun «locrexa», kotopas
npouvta B Cankr-IleTepOypre, yYaCTHMKM PerMOHA/NBHOTO NMUIOTA IPOEKTHPOBA-
HMA CEePBUCOB OOCY[VIM METOJONIOTVIO KIVEHTOLIEHTPUYHOTO IIPOEKTVPOBAHNUA
CEpBIICOB, a TAKXKe IIPUMEHIIN ee JyIs aHanm3a COOCTBEHHBIX pelreHnit (mmardop-
MEHHBIX, MH(POPMAIMOHHBIX crcTeM) [2]. KnmeHToneHTpuYHOEe IpOeKTMpOoBaHue
OCHOBAHO Ha 3aIpOCax IIOb30BaTeNell U MX OXKUJAHVAX, a TAKKe Ha CTaTUCTUYe-
CKoit MHGOpMAIVM U MOREMMPOBAHUY KaX/JOTO 3aIPOCca OT PA3NIHBIX KaTerOpmit
nonb3oBareneit [4]. [lomoOHbIe MepOIIPUATIS TOBOPSAT O IIOCTEIIEHHON VHTETPaLin
PETMOHA/IBHBIX pelleHnit ¢ (efeparTbHbIMI, YTO BO MHOTOM YKa3bIBaeT He IIPOCTO Ha
TUPaXNMPOBaHNe, HO Ha peasibHOe 10001poBaHue efUHOI MHPOPMALMOHHON CHCTe-
MBI 1 TIOATBEP)KAeHUM Teopyu 06 NHGOPMALMOHHBIX cpepax Ha KOTOpPbIe TIOfielIeHO
MeX/[yHapOJJHOe IIPOCTPAHCTBO.

OrpenbHBIM HalpaB/eHNeM Ha YpoBHe cucTeMsl “loctex” spysaercs VV-cucre-
MBI ¥ aBTOHOMHBIE MOZLY/IV, YTO TAK)Ke B ONIPee/IeHHOI CTeIIeH ) 3aTparuBaeT PasBu-
TVie THOPMAIMOHHBIX CYCTEM Ha (eflepaIbHOM U PeTVIOHA/IbHOM YPOBHSIX.

Cregyer paccMOTpeTb ¥ MEX[JYHApOLHYI0 HPAaKTUKY IeHTpamusanyum nud-
poBbIX cucteM 1o tuiy cucteMsl ‘lTocrex”. Tak, B CIIA cospman mopran GSA (U.S.
General Administration), 3ajjaueit Takoro noprana (cepsyca) sIBIs€TCS CO3JJaHUE U
TUPKMPOBaHNe KOHLEIINN «TOCYAAPCTBO KaK ycmyrar. ITmardopma mpepocras-
JIeT He TONbKO IOHMMaHMe PETyIATOPHOTO Iporecca wiy 6a3oByo MHPOpPMAINIO
0 3aKYIIKaX ) MHBIX YCIyTaX, HO flaeT IOJHBIN JOCTYII K MHUIVATUBaM (HampyuMep,
boHJ, MoIepHM3ALVM TeXHONMOrWil, ndpoBas CTpaTerus U T. I.) U BO3MOXXHOCTD
IPYUCOEAVHEHN K HIM, a TakoKe MOZY/Ib CepTN( KA Maoro U CpeHero O13He-
cau 1.5. llnpposas miarpopma Taxke cBA3aHa C OPTATIOM /IEKTPOHHOTO IIPABMU-
TE/IbCTBA U KOHKYPCHBIM ITIOPTATIOM (MepaMy MOfIep>KKY, B YACTV PAa3/IMIHBIX TeX-
HIYECKIX PeleHNIl, @ TAK)Ke afIMVHUCTPUPOBaHVsI MHPOPMALIMOHHBIX CHCTEM), 4TO
II03BOJIAAET TOBOPUTDH O COOCTBEHHOI L(PPOBOIT SKOCHCTEME TOCYAAPCTBA, KOTOPas
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AB/IAETCA MOMY3aKPBITOM (TaK KaK MOXKHO O3HAKOMUTbLCA JACTUYHO ¢ MHGOpMALN-
eit 6e3 cospmanysA MMYHOrO KabyHera). O6paboTka MHPOpMALNY C IOPTAIOB S/IeK-
TPOHHOTO TIPABUTENbCTBA, KOMOMHAIVA JAaHHDBIX TAK)Ke OCYILIECTB/IACTCSA HA OCHOBE
V-mopyneii.

B Kanape cymectByer cepuc «OTKpbITOE IPaBUTENbCTBO», KOTOPOE IpPENo-
CTaB/IAeT HOCTYII K Pas3IMYHBIM CepBMCAaM M yCIyraMm. [IaHHBIN CepBUC COTEP>KUT
qeTbIpe 6710Ka: «OTKPBITBIE [JAHHBIE», «OTKPBITOE IIPABUTENIbCTBO», «OTKPBITAS VMH-
dopmanusi», «OTKPBITHI Auanor». «OTKpPbIThIE JAHHbIE» COCTOSAT U3 IIOMTHON 6asbl
IAHHBIX II0 TPYZIOBbIM, IIPaBOBBLIM, BOEHHBIM U VIHBIM PeCypcaM CO BCeM IIpHiarae-
MBIMJ CTQTUCTUYECKVIMY ¥ TIPAaBOBBIMU JJOKYMeHTaM. «OTKpBbITOE IIPAaBUTEIbCTBOY
BKJIIOYaeT ce0s pasjien 1o MuIeH3nu (IpaBy JMCIONb30BAHNA KOHTEHTA Ha OTKpHI-
THIX IIaTGOpPMax», aHAIUTNYECKYI0 MHPOpMAIIO, GOPMBI 0OPATHON CBA3U U JO-
KYMEHTBI 110 Pa3BUTHIO «OTKPBITOIO IIPABUTENbCTBA» KaK HAIMOHATBLHOIO MHPOP-
MaIMOHHOTO pecypca. «OTKpbITasd MHPOPMAIMA», KOTOpas BKIIOYAET IMONCK IO
OTKPBITOMY MH(OPMALMIOHHOMY IIOTII0, CTPATETMI0 TOCYAAPCTBA «KAK YCIYTI», (eie-
panbHYI0 616moTeKy 3HaHMIT 1 T.1. Pecypc «OTKpBITHIN iManmor» BKIIOYaeT 6/10roc-
depy («6mor rocymapctBar, rjae nyonukyercs nHGopmanyus 06 akKTMBHOCTSX U IIPO-
eKTax), MPeJIOKEHNA TI0 PETyIATOPYKE M BO3MOXXHOCTb OCTaBUTb KOMMEHTapHIL.
Mopepaunusa 6mora TaxKe OCYIIECTBIAETCA Ha OCHOBAHUY aBTOMATVM3MPOBAHHOTO
M -pernamenra.

B BenmmkoOputaHny Takxke CyIeCTBYeT MeHTUYHBIN pecypc «Llndposoir cep-
Buc [IpaBurenpcTBa». Ha cepBuce pa3MelieHbl NieHTIYHbIE MaTePHa/Ibl, OffHAKO OHM
HOCAT VICK/IIOUNTENbHO MH(POPMAIVIOHHBII XapaKTep, a CEPBIC IO MPef0CTaBIeHNIO
YCIIYT B IIPOEKTHOI CTaiuy PasBUTHA.

[Togo6HbBIe cepBMCHI MO3BOMAIT TOCYAAPCTBAM CO3/aBaTh HEKMe YTUINTAPHBIE
11 POBbIE IKOCUCTEMBI, KOTOPbIE NIPEACTABILAIT CO00II 3aKPHITYI0 O/I0YHYIO apXi-
TekTypy. [logo6Hble 6710k GOPMUPYIOT CBOY IIPVHINUIIBI YIIPAB/ICHV NHTEPHETOM
VI TIPEfICTAaB/IEHVS O HeM, a TakoKe MHYOPMAIVIOHHBIX CHCTeMAaX KaK K/II04eBbIX IUIaT-
dopMeHHBIX pemeHnit. IIpy 5TOM KOHTEHT U JaHHbIe 06pabaThIBAIOTCA BCTPOCHHBIM
B CMICTEMY aBTOMATH3MPOBAHHBIM VIVI-MHCTPYMEHTOM, YTO TakXKe OC/IOKHSAET UCTO-
PYMIO OT/Ie/IbHBIX O/I0KOB B MHTEPHETE, C MHPOPMAL[MOHHBIM 00MeHOM B ceTu «VIHTep-
HeT» U CTaBUT BOIIPOCHI OTHOCUTENBHO JOCTYITHOCTY TOV VIV IHOM MH(OPMALNIL.

JH]popMaIVIOHHBIE TOCYAAPCTBEHHBIE CUCTEMBI CO3[AI0T COOCTBEHHbIE CepPBU-
CBI, JIOTYCTMYECKME IeTIOYKN ¥ (OPMUPYIOT OTeYeCTBEHHbIE MAPKETIIIeIChI, CEPBI-
CBI YOIIYT ¥ T.J. BHYTPU KXXIOTO rocyfapcTa. Ilogo6Hble Hampasienus GopMupy-
10T B chepe MeXXTYHAPOAHBIX OTHOIIEHN (B chepe cetn «VIHTepHET») «O/IOYHbBIEY
IPVMHIUIIB M Havaja pafiMKanbHOro MHPOPMAIMOHHOTO cyBepeHutera. [logobHbie
TEHICHIINY OTIPABJIAHBI C TOYKM 3peHMA 10001 pOBaHMA CBOMX OTe€UeCTBEHHbIX IUIAT-
bopM, TeXHIMYECKMX MPOFYKTOB KaXKIBIM U3 TOCYHAPCTB, YTO AE€MOHCTPUPYET TaK-
TUKY MMIIopTo3aMelienus. Ho, mogo6HbIe Bewy TakKe HOPOXAAIT Hadano GopMu-
poBaHMI0 «1U(POBOro KaHHMOAMN3Ma» HOJ KOTOPHIM ITIOHMMAETCs 0)KeCTOYeHHas
KOHKYPEHIIUSA «TeXHOJIOTUIT Ha ONlepeKeHe», KOTOPBIN COIPOBOXKAAIOT TaKye TeH-
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JEHIMM KaK [apajyIe/IbHBIN MMIIOPT, ¥ OTCYTCTBYE KadeCTBEHHBIX IPOLYKTOB Ha
111pPOBOM PBIHKE, CTPOrasi MOfiepaliyisi KOHTEHTa Ha OCHOBAHNY OIPefle/IeHHOTO aJjl-
roput™a (VMIV-uncTpyments, Mopgymu). [Ipy aToM, Haflo OTMETHTD, YTO MOZEpaLUA
KOHTEHTA He BCerzja KadecTBeHHasA. JTO Co3flaeT ellle 6ojee 0XXeCTOUEHHbIE YC/IOBIA
LA pasBUTHA MEXIYHAPOLHBIX MH(OPMAIVOHHBIX OTHOIIEHWIT ¥ POPMIPOBAHNUA
e[HBIX CTAaHJAPTOB U IIOCTPOEHVS HOBepMsA MeX/y LM(POBBIMYU PbIHKAMM TOCY-
ApCTB.

2. MesxOoynapooHo-npasosoii no0xod K ynpaenenuro unmepremom. Mexicoy-
HAPOOHble HeNPasumenvcmeeHHvle OP2AHU3AUUL.

MesxyHaponHble OTHOLIEHNA IO YIIPABIeHNI0 IHTEPHETOM GOPMUPYIOTCS MC-
XOfiA 13 TO3VIMI MEXIYHAPOJHBIX IIPaBUTEIbCTBEHHBIX ¥ HETIPaBUTE/IbCTBEHHbIX
opranusanuit. OZHaKo, MBI II03BOJIMM ceOe PAaCCMOTPETb MO3NULUN MeX/[YHAPOTHBIX
HeIPaBUTeNbCTBEHHBIX OPraHM3alNii, BBU/Y TOTO, YTO MMEHHO JJaHHbIe Ko/tabopa-
LMY CITY’KaT 3HAYVIMBIM MCTOYHMKOM T000MPOBaHMA «O/I0YHOI» CHCTEMbBI MeXX/yHa-
POIHBIX MH(POPMAIIMOHHBIX OTHOLIEHNIT. ITO CIIOCOOCTBYIOT BBIPAOOTKE KauyeCTBEH-
HOJ AaHA/INTUKMA.

Internet Corporation for Assigned Names and Numbers (ICANN)

(Kopnopauus no ynpaenenuro domennvimu umenamu u IP-aopecamu) ICANN
HEOHOKPATHO IOAYepKIBaIa, YTO obecriedeHue 350pOBOil COBMECTHON 9KOCHCTEMBI
MeX/[yHapOZJHbIX OTHOLIEHWIT MIMeeT pellatoljee 3HadeHe /IS Pa3BUTIA HaIpaB/ie-
HMA «YIpaBjieHye MHTepHeToM». OpraHusanys UrpaeT HeMaayko poib B pasBUTHE
BBILIIeONCAaHHbIX Hanpasnenuit. OcuoBHoit Muccueit ICANN spnsercs obecnede-
HIIe CTaOMIbHOCTY ¥ 6€30I1aCHOCTY PAOOTHI CHCTEM YHUKAIBHBIX UIeHTU(PIUKATOPOB
VnTeprera. [lepromyyeckn pabouyie rpynmbl My0IMKOBaIN UCCTEAOBAHNA Ha TEMY
passutua ICANN B sKocucTeMe MHTEPHET-OTHOIIEHMIA, Iie 0OCHOBHaA poib ICANN
CBOAUTCA K KOOPAVMHMPYIOIeil, OCHOBAHHON Ha CNIEAYIOLIMX MPUHINIIAX: B3aUM-
HOCTb (rapaHTuu o6MeHa yepes ceTb «VIHTepHeT» MHGOpManyeit 6e3 yrpos); ypaxe-
H1e (YBaXKeHVe K BBIOOPY KOHTEHTA U T.Ji.); HaJIe)KHOCTD (BbIPaboTKa METOIOIOr NN
B3aVIMOJIE/ICTBUA II0OIb30BAaTE/NIeN); Pa3yMHOCTDb (IIPO3PAYHOCTD U IOJZOTYETHOCTD
KOOPAVHMPYIOIVX CUCTEM); PealbHOCTb (M3MEPUMOCTDb ¥ YIIPABIAEMOCTb TEOPUMN
«YIpaB/IeHNsA MHTEPHETOM» Ha IIPaKTuKe) [4].

[Tomo6HBIT TOAXON ONpaBaH, OHAKO, CTIeAyeT 0OpaTUTh BHIMAHNE Ha CTAaTyC
ICANN (HenpaBuUTeNbCTBEHHAs OpTaHM3AINA), KOTOPBI, BO3MOXKHO, HE TI03BOMIUT
BBICTYINIATh €AVHOIMYHBIM KOOPAMHATOPOM ¥ OCYIIECTBIATD JjaXKe MUHUMAJIBHYIO
perynatopuky. Ilotomy cnepyer otmeTntp, 4o ponb ICANN Henb3s nepeoueHUTh
¥ pOJIb pabOUVX TPYIII, KOTOpbIe OPraHM3aINA CO3/jaeT COOCTBEHHBIMM YCUIUAM (B
TOM, YJCTIe VI IPOEKTHI B chepe MeXXAyHApORHOro obpasoBanmsA Takne kak APIGA,
KOTOpOe KOCBeHHO 3arparusaeT u VV-Bompocsr) [12]. Bmecte ¢ TeM, KoHnenums
“YVirpaBneHne uHTEpHETOM” M POJIb KOOPAMHATOPA B JAHHOM HAIIpaB/IeHUN HOfpa-
3yMeBaeT 6ojiee BHICOKNII (ITyO/MMYHO IIpU3HABAEMBI) CTATyC OpPraHU3aALUM I ee pe-
aJIbHbIE BO3MO>KHOCTD peai30BaTh IaHHOE HAIIPaBJICHIE.
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The Internet Society (ISOC) (unmepnem o6uecmeo)

[lanHas MexjyHaponHas (HempaBUTEIbCTBEHHAs) OPraHM3alisi OCHOBAaHA B
1998 1., ee OCHOBHBIMU ILI€JIIMU SIBJISIIOTCS: CO3JaHNe U MOfiiep>KKa COOO1IeCTB, obe-
clieYMBaOIMX padoty cetu «VIHTepHET»; COmeliCTBME PA3BUTUIO ¥ IPUMEHEHUIO
VHTEePHET-MHPPACTPYKTYPbI, TEXHOJIOTWII 1 OTKPBITBIX CTAH/JAPTOB; a TAKXKe IIPOTIa-
raHfa mommTHKu. [l peanusanyy yKa3aHHBIX Ile/iell OpraHM3anys CrocoOCTByeT
OTKPBITOJ pa3paboTKe CTaHAAPTOB, IIPOTOKOJIOB, AAMUHICTPUPOBAHNA U TEXHIYE-
cKoVl MHQPACTPYKTYphI cetn «VIHTepHET»; MOAAepKKa 00pa3oBaHs; TyOMMKaIA
U TIpefoCTaB/IeHNe BOCTOBepHON MH(opMamym o ceTu «VIHTepHeT»; BBHIIIOTHEHNe
GYHKIMY KOOPAVHUPYIOLIETO LIeHTpa [/ NpOofBIDKeHNA ceTn «/[HTepHeT» B Kade-
CTBe MO3UTUBHOTO MHCTPYMEHTA U 00111eCTBEHHOTO O1ara.

Opranmsanysa nogrorosuna fokyMmeHT «A healthy internet for Future Generation»,
KOTOPBIIT CTPYKTYPHO IpeACTaBIIseT cO00it JOPOXKHYI0 KapTy [6]. [laHHas fopoKHas
KapTa BK/II0YAET C/IEYIOLIe 9/IeMEHTbI:

- pasButue cetn «VIHTepHeT» (IpeomoneHme IQPOBBIX, 06pa3oBaTENIbHbIX
PaspBIBOB, yIyullleHNe paboThl 00LIECTBEHHBIX CeTeil);

- ToTeHIVan cetn «VIHTepHeT» (pacumpeHme mporpammsl «IIpopBirkeHNe B
cetn «VIHTepHeT» ABYMs MOAY/IAMU: 3HAKOMCTBO C KJTIOYEBBIMU (aKTOpaMiu, KOTO-
pble HeOOXOMMBI JUIS1 OTKPBITOCTH 1 I7106aNIbHOCTH, 6€30IacHOCTY; 00yYeH e JTo-
7iell pas/IYHBIM CIIOCO0aM BO3JENICTBUM CeTH «VIHTepHeT» Ha MONTHKY, TPEH/DI B
TEXHOJIOTMAX U T.JI.);

- cosfaHue OOLIETOCTYIIHOTO PEIo3UTOPMs COOOIIeCTBa KPayACOPCUHIOBOTO
VHTepHeT-HanpasaeHna. OyHKIMA penosutopus OyfeT 3aK/I0YaTbCA B OTCIEKMBA-
HMM ITI00Q/IbHBIX IHTEPHET-YIPO3, @ TAK)Ke MOHUTOPUHIA Pa3INYHOrO POfia Mporia-
raHjpl B cetn «/IHTEpHET».

O603HaveHHbIe HATIPABJIEHNSI TAK)Ke KOCBEHHO 3aTPAaruBaioT HOBbIE TEXHOMOTHIL,
HO VIVI-MHCTPYMEHTBI OT/Ie/IbHO He yrioMyHaoTcs1. OHAKO, C y4eTOM 0003HaYeHHOII
3a/jauyl 10 MPEOIONIEeHNIO LU(POBBIX Pa3pbIBOB, 0bOecredeHns PyHKIMOHNPOBAHNA
PENo3UTOpY, TAKXKe MOXKET OBITh II0CTaBJIeH BOIpoc o pomu VIV B Texymmx 3azia-
YaX, TaK KaK NMPaKTUYeCKM KaKfias MHPOPMAILMOHHAs CUCTeMa MOXKET COfepKaTb
JVI-Mopynb aBTOMAaTIYeCKOrO TTOMCKA ¥ BBLAB/IEHNS MHTepHET-yrpo3. Ocoboe BHU-
MaHMe yfieNAeTcs BOIPOCY MAIIVHHOrO 06ydenus (kak Hanpasenus VV-coeper).
Taxk, IMeHHO ¢ HIOMOIIBIO JAHHOI TEXHOIOIMY VICIIONIb3YeTCs IpoLiecc 00ydeHNs Ipu
IOMOII[M A/ITOPUTMOB, YTO fieflaeT LUQPOBbIe IKOCUCTEMBI 00/ee JOCTYIHBIMU U
ynoOHbIMIY (B 4acTy MHTepderica) I UCIIONTb30BAHN.

Internet Governance Forum (IGF) (Ino6anvnoui dpopym no ynpaenenuto um-
mepHemom)

[mo6anpHblil GOPYM IO YIIpaB/IeHNIO MHTEPHETOM Y4acTByeT B GOPMIPOBAHNN
00ILINX OCHOB I COTPYRAHMYECTBA 1 pa3BuTHA cetn «VIHTepHeT». POpyM Ipu3BaH
cofelicTBOBaTh 0OMeHY MH(bOpMaIVeil 11 TepelOBbIM OIIBITOM U, B IIOTHOI Mepe JC-
II0/Ib30BATh OIBIT aKaJeMIYEeCKVX, HAYYHBIX U TEXHIYECKUX COOOIIECTB; KOHCY/Ib-
TUPOBATb BCE 3aHTEPECOBAHHBIE CTOPOHBI, IPefIaras My TH 1 CPEACTBA YCKOPEHMA
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JIOCTYIIHOCTY JAaHHBIX ¥ JOCTYITHOCTY YCTOIYMBOTO MIHTEPHET-COSANHEHNS B Pa3BI-
BAIOIIVXCS CTPaHaX; YKPEIUIATD M PaCIIMPSTh YY9acTyie 3aTHTEPECOBAaHHBIX CTOPOH B
CYIeCTBYIOLIMX /WM OYAYIINX MeXaHU3Max yIpas/ieHus VIHTepHeTOM, 0COOEHHO
U3 pasBUBAIOIIMXCS CTPaH; BIABIATH BO3HMKaloIMe IPOOIEMBI, JOBOAUTD MX JIO
CBeJIeHNsI COOTBETCTBYIOLIMX OPraHOB M LIMPOKOI 00IeCTBEHHOCTH 1, IIPK He0OX0-
IMIMOCTH, JaBaTh PeKOMeH ALl M.

Bmecte ¢ Tem, momumMo 6oree 06myx HanpasieHui, eme B 2017 1. BbILIENT MU-
HM-JIOKJIaJ] TI0 UTOTY ceccuyt «/ICKyCCTBEHHBIN MHTE/UIEKT B A3VIM: YTO U3MEHWUIOCH?”
B KOTOPOM ObI/IM 03BY4eH C/IeYIOLINIT YeK-/TUCT, TeX HAaIlPaB/IeHNil, KOTOpbIe HOX-
HbI OBITH peanu3oBaHsl [16]:

- TIpefoCTaB/IeHNe HOCTYIa K OOyYalolM JaHHbBIX, Ha KOTOPBIX 6asupyercs
MaIlIMHHOE 00y4YeHMe, TpedyeT CyleCTBEHHOI JOpabOTKM HOPMAaTVBHBIX aKTOB B Ya-
CTY IIPOU3BOACTBA (CO3[AHIA U TeHepaly) JAHHbIX 1 JOCTYIIA K HVUM;

- JICIOIb30BaHNe JJAHHBIX B XpaHWMIax 1yudpossix miardpopm (cucrem), a
TaKXXe MCIIO/Ib30BAHMA IIPOCTPAHCTBA B XPAHWININAX 1A IPEJOCTABIEHNS JOCTY-
1a. JJOIO/THUTEIbHO OTMETIM, YTO KpaliHe Ma/Io BHYMAHIeE YAe/IAeTCs CPOKY XpaHe-
HIIA JAHHBIX B 00/IaYHBIX CHCTEMAX, 3a49aCTYI0 KOMITAaHNMY YCTaHAB/MBAIOT CPOK 710 30
JTHEVL, YTO UJIeT B OIPeIe/IeHHON CTEIeH) B pa3pes C 3alUTON JaHHBIX U LeJISIMU UX
00paboTky;

- 0COOEHHOCTY aHAIMTUYECKOIT PAaOOTHI B OTHOLIEHNM TPeKa «TOHKA BOOPYKe-
"yt N»;

- OTCYTCTBUE IIPOEKTHO-VCIIBITaTe/IbHOI paboThl Ipy BHegpeHvn VM Ha -
POBBIX I1aTHOpMax, B MEAUIVIHE U T.JI.;

Kpome Toro, mpuBopsATCs OTHENIbHBIE CTPAHbI, HAIpUMep, B Maaiisum, B IpyH-
IMIIe OTCYTCTBYET CUCTEMaA CHEeP)KeK U IIPOTMBOBECOB, C TOYKM 3PEHNA HOPM, IOJIVI-
TUKU U CTaHAAPT KOH(UIEHIVATbHOCTU U 00pabOTOK JaHHBIX C MCIIONb30BaHNEM
N -uHCTPpYMEHTOB.

B 2022 ropy pabora ¢gopyma Obl1a IOCBAILIEHA BOIPOCY OTKA30yCTONYNBOCTI
cetn «/ureprer» [13]. OCHOBHBIMU HalpaB/eHVsI KOTOPble OBUT PacCMOTPEHBI B
paMkax ¢opyMa 3aTparnBaioT CIeAyollye TeMbl: IpefoTBpaleHne GpparMenTaym
ceTu «VIHTepHeT», yIpaB/IeHNe TaHHBIMY U 3alUTa KOHUAEHIMAIBHOCTH, 0becrie-
JeHue NHQOPMAIVIOHHOI/K1bep 6e301acHOCTH, VICIIONIb30BaHNe TIePeOBbIX TEXHO-
JIOTMI, BK/IX0Yasl CKYCCTBEHHBIN MHTENIEKT. HecMOTps Ha 0cTpble BOIIPOCHI B 4aCTU
«O/moYHBIX» crcTeM B ceTy «V/IHTEpHET» ¥ BOIPOCOB (parMeHTALNN, YCTONYNBOTO
COeMIVIHeHN A, M3y4deHNe ToTeHana 1y posbIx TexHonoruit (VM) pnsa obecnievenns
MHPOPMAIMOHHOI/Kubep OGesomacHoCTH B ceTnt «V/[HTepHeT» 0CTaeTCs aKTya/lIbHOIL.
910 06bscHAETCA QYH/IAMEHTAIBHBIM U TIPUK/IAHBIM XapaKTePOM OffHOBPEMEHHO.
Obecneuenne 6esomacHocTyt ipu oMoy VMM -mHcTpyMeHTOB B opmate 1mdpo-
BBIX 9KOCKCTEM VJIM VIHBIX PelIeHMiI MOXKET II03BOJIMTH CO3/IaTh KaueCTBEHHBIE 1
yCTOIYMBbIE KOMITOHEHTHI st ceTn «VIHTepHeT». KOMOMHAIMS pereHepaTMBHOTO
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VIV, opHOV 13 OCHOBHBIX (PYHKIIVIT, KOTOPOTO SAB/IAETCA aHAIUTVKA KOHTEHTA, I10-
3BOJIUT IIPOBECTU He TONBKO IPOQUIAKTIYECKe Mepbl 10 0TOOpY M MOjepalyun
KOHTEHTA, HO U er0 CTPYKTYPUPOBaHIe B 00/1a4HBIX, TOKaTbHBIX CHCTEMAX.

OnHako HECMOTPS Ha IIMPOKNE BO3SMOXHOCTYU «IIpUMeHATb» VIV msa 6esomac-
HOTro pasBuTHs cety «VIHTepHeT» (BO3MOXKHOE pellleH)e OTHOCUTENbHO O/I0YHBIX
CUCTEM), CYIIECTBYeT MHOXXECTBO PUCKOB, B YaCTHOCTM, CBA3AHHBIX C IIPOEKTHBIM
OPMEHTHPOM Ha yenoBedeckye nmorpebroctu VV-cucrem, 4To CO3HaeT YCIOBYS IS
ydeTa MHTEPeCcoB YeloBeKa I TpaK/jaHNHa (B HaCToAIlee BpeMs UX TaKMX paspabo-
TOK TO/IBKO «POOOT TYMaHOM/I», OHAKO €Tr0 (QYHKIMOHAT IIPEVIMYIeCTBEHHO aBTO-
MaTu3upoBaHHblil). Kpome T0Oro, 0c060 ocTpo cTonT BOIpOC 06 OTBETCTBEHHOCT
3a 00pabOTKY HaHHBIX, 32 obecreyeHye 0€30aCHOCTY XPAHWINI, 33 KeJIChI OTKa-
30yCTOMYMBOCTY CUCTEMBI, Ha KOTOPBIX ocymiecTsysgeT padory VI -mopymb. Taxoke
Ha GopyMe ObIIO OTMEYEHO, YTO OOIIeCTBY HEOOXOVIMO IIPUCIIOCOOUTHCS K TPaHC-
dopmarnyy, KOoTOpyto BbI30BYT VIVI-MHCTPYMEHTBI, YTO OTPA3UTCA HA COTPYAHMYe-
CTBE KaK MeXJy TOCYAapCTBaMI, TaK ¥ MEeXAY MH(OPMAIVIOHHBIMY ITaTHOPMaMIL.
Taxoke Mozens ynpasneHns mwiardpopmoit Ha ypoHe VIV ABiseTcsa HecoBeplIeHHOI
1 HelopabOTaHHOI B HACTOALIEE BpeMs.

[laHHbIe 3314y TPeOYIOT IIOTHOTO COTPYAHNYECTBA IPABUTEIbCTB, IPEATPYUATIIA,
061ecTBeHHBIX OpraHyu3anyil. [IoCTOAHHBI KOHTPOIb CO CTOPOHBI 4Ye/oBeKa (Haf
VI-MopynsiMu ¥ BO3MOXXHOCTAMM MH(OPMAIMOHHBIX CUCTEM) OCTAETCs] BaXKHBIM,
4TOOBI FAPAHTUPOBATD, YTO AITOPUTMBI He IPUBEAYT K HeXKeTaTe/IbHBIM W/IM HEKOH-
TPONMPYEMbIM pesynbraraM. HapammBaHyue HoTeHIMana ¥MeeT Ba)KHOE 3HadeHMe
B YC/IOBMAX BHEPEHVA IE€PENOBbIX TEXHONMOTMI. IIOMUTHUKY TaHHBIX [/ BHEIPEHUA
JVI-rpaMOTHOCTH, PAa3BUTVA HaBBIKOB ¥ A3BIKOBBIX PECYpPCOB IS YA3BMMBIX I'PYIIII
HaceeHys (JIIofY C OTPaHMYEHHBIMM BO3MOXKHOCTAMIM, a TAKKe MA/IOUVC/IEHHBIX 1
MaJI0 KOPEHHBIX HApOoB) HEOOXOAMMBI, 4TOObI COPMYIMPOBATH AENICTBUTENTBHO
I7I06a/IbHBIN TOAXON K HepefoBbIM TexHonorysAM. HopmaTuBHas 6a3a JO/KHA BKITIO-
YaTh IPVMHIIMIILI, TIOMOTAIOIIVIE COLVA/IBHBIM CETSAM M APYTUM IUatdopMaM. BBIIION-
HATH 00513aTe/IbCTBA B OTHOLIEHWY YIIPAB/IeHVsI KOHTEHTOM, KOTOPBIl MOXKeT HaHeCT
yiep6 peXXuMaM OT/e/IbHBIX TOCYAIAPCTB 1 TIpaBaM denoBeka. OpeiftMBOPKY HO/DKHBI
CIOCOOCTBOBATD ITI06AIBHOMY JIMA/IOTY O MOJIePALV/ OHJIAJH-KOHTEHTa JIs pacIiyi-
PeHVIA IIpaB 11 BO3MO>KHOCTeI! I10/Ib30BaTeIel, B TOM YMC/Ie Hayboee ysA3BUMBIX IPYIIIL

B nenowm, IGF crioco6¢cTByeT HapalyBaHNIo MOTEHIMANA yIA yIpasBaeHnsa VIH-
TEPHETOM, a TAKKe oOecrednBaeT aHAUTIYECKOe 1 AVPEKTUBHOE COIPOBOXK/CHME
IepefoBbIX TeXHOMOruiL. BaxkHo oTMeTNTh, uTo IGF 0f1Ha 113 HEMHOTNMX I/IOIA/I0K, KO-
TOpas cBsA3bIBaeT HanpasneHusA VIV u passutue cetn «/HTepHET», M(POBBIX IIIAT-
¢dopm u T.1. [TofobHas cBA3b KpaliHe BaKHA JUIs 0OeCIeyeHns YCTOMIMBOCTI CeTI
«V/IHTepHeT», 6€30IaCHOCTY ¥ CTAOM/IPHOM IIOJIK/IIOUEHNUM TIPY HIepefjade JaHHBIX.

Takum 06pa3oM, UCXOMA U3 IPUBENEHHOTO aHA/IN3a, OPTaHN3ALUN 3aHMMAIOTCA
pasBuTIeM IOBeCTKM B chepe ceTn «VIHTepHET», IPU STOM VHTETPUPYIOT Pa3INYHbIe
HaIpaBJeH)s, B T.4. TEXHOJIOTMM MCKYCCTBEHHOrO MHTeNNeKkTa. [lonnmasa mannyro
B3aJIMOCBS3b U MEXXAUCINIUIHAPHBIN XapaKTep, MOXHO ¢ O0JIbIIell yBepeHHOCTDIO
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YTBEpXK/JaTh, YTO MEXXYHAPORHBIE MHPOPMAL[OHHBIE CYICTEMBI J TOCYapCTBEHHbIE
1aTdopMbl (CUCTEMBI) MOTYT Pa3BUBAThCS TONMBKO Ipu yenosuu VV-uHcTpyMeHTOB
VI IHBIX II€PEeJJOBbIX TEXHOIOIMIL. Ba>kHO OTMETUTD, YTO JIMILD P JAHHOM YCTIOBUM
B OyayiieM BO3MOXHa pa3paboTka I7T00aIbHBIX CTAaHAAPTOB, KOTOPbIE HE IPOCTO pe-
TY/IMPYIOT OHY IIPEIMETHYI0 00/1acTh, @ HECKOIBKO MEXOTPAC/IeBBIX HAaIlPAB/IEHNIL.

3. Mynvmucmeiikxonoeposviii 100x00. Brusnue npoexmos uckyccmeennozo
unmennexm 6 Darknet u usmenenue cemu «VInmepnem».

B HacTosImee BpeMs, MyOIMKYIOTCS CTAaTby, B KOTOPBIX aBTOPBI PaCCMATpPUBAIOT
JIAHHBII BOIPOC CYTy00 C MOMUTUYIECKON TOYKYU 3PeHNs, XOTs eCTb HEMao BOIIPO-
COB MHOTO cofiep>KaHuA. Tak 1oj My/lIbTUCTEKXO//IepOBbIM IOJXO0/IOM IIOHMMAETCA
paclIvpeHye Yycia YYacTHIKOB B MEXAYHAPORLHOM VH(POPMAIMIOHHOM IIPOCTpPAaH-
CTBE, TAaKOBBIMM OYZYT BBICTYNATh TOCYJAPCTBA U HETOCYJAPCTBEHHBIE CYOBEKTHI
[1]. CooTBETCTBEHHO, NpeAIIONaraeTcs, YT0 B MOJOOHON IapafurmMe rocygapcTsa
MOTYT OTOVITI Ha BTOPYIO PO/ib, B YaCTV IPUHATUA IOMUTUYECKUX PELUIEHNIT M MHBIX
BOIIPOCOB. TaKOBBIMY BOIIPOCAMMU ABJIAIOTCSA: MHPPACTPYKTYPA U €€ MECTOIONIOXKeE-
Hye (YCTaHOBKA M OIIpefie/ieHye JIOKAIVM, TeXHIYeCKUe PeXXUMBL 1 T.J.), TEXHOJIO-
TUY CBA3Y, IPABOBOE COIIPOBOXKEHNE M BOSMOKHOCTI IIPUMEHEHMS TeX WIN MHbBIX
CTaHZIapTOB B cpepe CBA3Y U UCIIO/Ib3YeMOTr0 IPOrpaMMHOr0 ofecredeHns. A Takxke
BOIIPOCHI MIMITIOPTO3aMellleHNs, KOTOPbIe TAK)Ke B3aMIMOCBA3aHbI C Pa3BUTIEM CETU
«/urepner». Beupmy ocobeHHOCTeN MY/IbTUCTENKXO/NEPOBOrO IMOAX0/Ia, a TAKXKe
YCUJIEHVSA PO/ «TEHEBBIX aKTOPOB» B IIOBECTKE «YIIpaB/I€HN A MHTEPHETOM, @ TAKXKe
Pa3BUTHS HEPEOBBIX TEXHONOTHIT, BAXXHO PacCMaTPUBATh OONMBIINHCTBO CTPATETH-
YeCKMX BOIIPOCOB Yepes MPU3MY MY/IbTUCTENKXO/EPOBOTO MOAXO/IA.

Ecnu paccMoTpeTdb JaHHBIN BOIIPOC BHE MOUTUYECKUX HapeKaHW, JOCTATOYHO
BcrioMHUTD Ketic Chat GPT, koTopsiil MBI ellje 3aTpOHEM B JJaHHOM cTarbe. Komma-
Husa OpenAl ero paspaborana 1 BHeApWIa, TaK 1 He CO3/1aB KapTOTeKM PYUCKOB JIA
pa3BuTus 00pa3oBaHs, 9KOHOMUYECKMX U MH(OPMALMOHHBIX HAaIpaB/ieHnil. VIH-
crpyment Chat GPT, ocHOBaHHBIIT Ha pereHepaTUBHOM MCKYCCTBEHHOM MHTE/IEKTe
OBICTPO BOIIEN B TIOBEPXHOCTHBIE CephI IeATENbHOCTH, TaKye KaK peKIaMa 1 Map-
KEeTHHI, CO3/]aB 04eHb 0071bI0i nHOopMaoHHbIi 6yM. CiejoM 3a 9TUM COOBITIIEM
II0CTIefloBaJIO IOBCEMECTHOE BHEIpeHNe U TeCTIpoBaHue Bo cepax. [TogoOHbIit Keiic
IPOJIEMOHCTPUPOBAJL, YTO B 6071ee ITTyOOKIMX MM OTPACTIeBbIX HAIIPAB/ICHVIAX JaHHAA
TEXHOJIOTYA NPENOCTAB/IAET JIOKHbIE Pe3y/IbTaThl, M3MEHAET BBOJHbIE I MICKOMbIE
AHHbIe. JTO YCIOXKHACTCA pasBUTHE MH(YOPMALOHHOTO PbIHKA M CO3[AeT «MHMU-
Mble» IHHOBALIVIOHHbIE HAIIPAB/IeHNA /I Pa3BUTUA TAKMX OTpac/Iell KaK MeINLHA,
IPOMBIIIEHHOCTD, MHPOPMAIVMOHHAS 06€3011aCHOCTD, IOPUANYecKask ITOMOLIb.

[ToTOMy MYIBTUCTENKXOZOPOBDIIL TTOXO/] BAKHO BHEAPSTh, YTOOBI OTCIIEXKM-
BaTh MOJOOHBIE PUCKM M POPMUPOBATH BO3MOXKHBII IepedeHb YTPO3 TEeXHOIOIMIL.
TocypapcTBO B JaHHOM C/Tydae He 3aHMMAeT «BTOPOe» MeCTO B MeX/[YHAPOIHBIX OT-
HOLIEHVIAX, OJHAKO 6e3 y4eTa eI TeIbHOCTY HETOCYAAPCTBEHHBIX CYOBEKTOB, HEBO3-
MO>KHO Pa3BUTIE MEX/[YHAPOJHbIX OTHOIIEHWII B MIHPOPMALIMOHHOI cepe B IPUH-
uune u B cetn «VIHTEpHET».
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[TogyepkHeM, YTO JAHHBI ITOAXOJ 3aTParuBaeT BO3MOXKHOCTD ylpaBieHus V-
TePHETOM TMOPUHBIMY OPraHU3ALMSIMHU, B KOTOPBIE B T.4. BXOISAT CyO'beKThI O13He-
ca MHbIe aKTOPBI, KOTOpPBIe OKA3bIBAIOT B/IMAHME Ha ceTh «VIHTepHeT», ee Oymymue
BO3MOXXHOCTH, 9KOHOMMKY ITPOAYKTOB, HAIIPAB/IEHN IIePEeIOBBIX TEXHOIOTHIL.

MpbI nonaraem, ¢ TOYKY 3peHMA IIPOEKTHOTO YIIPaBJIeHNs, ClefyeT 0003HAYNTD
CTIeLYIOIYIe ACTIEKTBI MY/IbTUCTEKXO/IePOBOTO MOAXO/A:

1. Bompochl HOBBIX TEXHOJIOTHIT O1arofapsi, KOTOPbIM 0OecCIeunBaeTcs yCTOl-
4nBoe nofKovenne K cetu «/ureprer»: Open RAN, 5 G, 6 G (8 paspabotke) [6];

2. HopmoTBopueckue 0COO€HHOCTH CTaHAPTOB U X COlep>KaHme B chepe Te-
JIEKOM-OTPaC/IV;

3. OcobeHHOCT BIUAHMA «TEHEBBIX» AKTOPOB Ha pasBuTHe ceTu «VIHTepHeT»,
IyTeM CO3JJaHMA PeaTbHO pabOTAMNINX U ICKYCCTBEHHO CO3/JaHHbIX TEXHOJIOTNIL;

4. O6ocTtpeHne 610YHBIX OTHOIIEHWIT B ceTu «/[HTepHET», EpPeXof K «3aKpbl-
TBIM» CUCTeMaM (B 4acTHOCTH, Yyepe3 Darknet u BosmoxxHocTit popmupoBanms co6-
CTBEHHBIX CUCTEM YIpaBjIeHnsA TpadyuKkoM ceTy «VIHTepHeT» 1 T.1.).

CremyeT OTMETUTD, YTO MY/IbTYCTEIIKXO/I/IePOBBII ITOXOf BCe OOIbIIIe OTydaeT
«OTK/IMK» VIMEHHO B BOIIPOCaX MH(PPACTPYKTYPHBIX KOMIIOHEHTOB (B O0bIeit cTe-
HeHV 00/TaYHbIX pellleHNn ) ¥ HOBBIX TeXHOJIOIMII B cdepe yIpaB/ieHVisi UHTEPHETOM.
[Togo6HbIl dakTOp 00DBACHAETCA 00OCTPMBIIEIICA MEXJYHAPOLHON 00CTAaHOBKOII
(orHomeHysa Poccuy m YkpanHbl), a Takxke KpajlHe pafiMKaTbHbIX «OTOYHBIX JJOK-
TPVH», KOTOpPbIe YCTaHABIMBAIT COOCTBEHHBIE CTaHAAPTHL. CTaHAAPTHI IepHOAIIe-
CKI T0O0MPYIOTCA M TIPEACTAB/IAIOT KpajiHe HOBbIe OAXO/BI K HOBBIM TEXHOIOTUAM
¥ 1QpPOBBIM KOMIIOHEHTaM. [laHHbIe CTAHAPTHI OOBIYHO JUKTYIOTCS I7I00aTbHBIM
KOMITaHMsAMY (TPaHCHAIMOHAIBHBIMY KOPIIOPALMAMM), KOTOPbIE JUC/IOLVMPOBAHBI
IPaKTUYECKY [0 BCeM IOPUCAUKIVIAMIL.

C TOYKM 3peHMs, MeX/JYHaPOJHBIX OTHOLICHNII MO)KHO 3aMeTUTb T00OIBITHOE
cmusiane IT v TemeKoM-MHAYCTpUYU B KOHLENIK “YIIpaBIeHNY MHTEPHETOM . DTO
3a/]aeT OIIpeJle/IeHHbII BEKTOpP, KAaCAIOMUIICA CO3AAaHMA HOBBIX CTAaHAAPTOB MEXTY-
HapogHOro ypoBH:A. OfHAKO, TaKMe CTaHJapThl He JO/DKHBI ObITh CO3JAHBI B PAKyp-
ce 67104HOJT KOHBIOHKTYPBI Ha MEK/[YHapPOIHOM YpOBHe. be3ycnoBHO, peyb He UpeT
0 TOM, YTOOBI YTBEPXKAATh aOCOMIOTHO KaXK/bIil CTAaHAAPT KOHBEHIVeil, TNO0 MHbI-
MM JOKYMEHTaMMI MOf00HOTO I0PUANIECKOTO YPOBHS, HO B TOM, YTOOBI OT/e/IbHBIE
CTAQHJAPTHI YIIOPALOYUTD U CO3[ATh €AVHBIN C/I0Bapb TEPMIHOB U OIpeIe/IeHNIT Ha
MeX/[YHapOJIHOII apeHe. B 4acTy CTaHIapTOB, CIeflyeT OTMETUTD, YTO IOZOOHBIMM
MOTYT CTaThb CTaH[APThI, KOTOpPbIe KACAIOTCA HOBBIX TEXHOJIOIMII U VIX ONMCaHMe. A
CI0Baphb TEPMMHOB 1 OIIPefeNIeHNIT C YIeTOM CeTrOJHSLIHIX 00CTOATENbCTB JJO/DKEH
BKJ/IIOYATb U CMEXHBIE, JJaXKe KOCBEHHbIE OIIpefieNIeHNsA, KOTOpble PaCKPBIBAIOT COBpe-
MeHHOe pa3Butre IT u TeekoM-HanpaBieHuiL.

HemanoBaXHBIM AB/IAETCS 3aKOHOMepHOCTh pa3utus Darknet cdepsr (Tem-
HbIT uHTepHeT) B ceTu «V/IHTepHeT» [19]. [laHHas cdepa He ABIAETCA TPEHIOM MU
«MHMMOI» yrpo3oil. OHa CYILIeCTBYeT ¥ CO3[aeT CBOY HOPMATUBHbIE Y 9KOCUCTEM-
Hble TIpaBuIa paboTsl B cetn «VIHTEpHET», a TaK)Ke BO3SMOXXHOCTHU MCIIOTIb30BAHMS
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NVI-MHCTPYMeHTOB B MHPOPMAIMOHHBIX CHCTeMaX. TO CETMEHT MHTepHeTa, KOTo-
PBIIT CKPBIT U3 0611[ero JOCTYIIA U COefVIHEHe B HeM YCTaHAB/IMBAETCSA MEX/Y 10Be-
PEHHBIMM YYaCTHMKAMU C MCIIONb30BaHMe HECTAHJAPTHBIX IIOPTOB ¥ IIPOTOKOJIOB.
B aToM cermMeHTe HOpMBI pabOTBl YCTAaHABIMBAITCA JIOKA/IBHO U 110 COITIALIEHUIO
Y4aCTHUKOB, OHJ MOTYT BapbMPOBATbCA B 3aBUCUMOCTH OT JOTOBOPEHHOCTEN MEXY
Hyumn. B Darknet ocymecTsiseTcs npogaxa JaHHBIX, 3aKPBITBIX TOKYMEHTOB, IIPefi-
JIaTaloT PasIMYHble YCTYTH LA BXOJA B TOCY/IAPCTBEHHBIE CUCTEMBI 11 ITpod. [15].

BhIlIeynOMAHY THIN CErMEHT MOKHO paccCMaTpuBaTh Kak cucreMy 6es ¢uibTpa-
I KOHTEHTA 11 I0KaJIbHOTO PeryINpOBaHNA OTHOLIEHNIT MeXX Ty y4acTHUKamu [14].
OTO ABJAETCA MPSAMOI M CYIeCTBYIOLIEH YIrpo3oil At (YHKIMOHMPOBAHNA TOCY-
IAPCTBEHHBIX MH(MOPMAIMOHHBIX CUCTEM 1 BO3MOXKHOCTI PabOThI B HMX. ITO IOJ-
pbIBaeT UX pasBUTHUE U B I1€/IOM BHEJPEHME HOBBIX IIepefjoBbIX TexHonoruit. [loromy
HeoOXOIVIMO NPYHVIMATb MepBbI, YTOObI OIPAHNYNBATD PEKVM JAHHBIX CETMEHTOB.
OpHMM U3 TaKMX CETMEHTOB AB/IAETCA Y MeTa-BCe/eHHAs, TOMbKO MOf00HbIe TeXHO-
noruyu 6ojee OTKPBITO AHOHCUPYIOTCSA U PACHPOCTPAHAITCSH, HO MPYHIMUIIBL OCTa-
10Tcs mpexxHuMu (pabota 1udpoBbIX WIaTGOpPM B 1IeIOM). ITO TAKKe MOPOXK/ALT
BBI3OBBI ¥ BO3SMOYKHOCTH /I YCTAHOB/IEHVA MYHIMA/IbHBIX CTAHAAPTOB PabOThI IH-
(bOpMaIMOHHBIX CUCTEM B TAKUX YCTOBUAX.

I[Togo6Hble peyIoKEeHNA He ABJIAITCA Pe3y/IbTaToOM TeHIEHIINIA, 100 O/INIIeTBO-
peHMeM 3/TUTAPHOTO MOAIXO0/A B TEKYIINX MEeXYHApOIHbIX OTHOLIeHMAX. OHY MO3BO-
AT ONTUMMU3MPOBATD CYIECTBYIOINE IIPOLECCHI ¥ HECKOIDKO MISMEHAT IIOJXOMbI K
JOKTPUHE YIPAB/IeHNS VIHTEPHETOM, UyThb PACIINpsAA HepedeHb CyOBEeKTOB, KOTOPbIe
MOTYT NPVYHMMATh yYacTVe Ha IPABUTEIbCTBEHHOM YPOBHE. ITO IO3BOMUT YCU/IATD
byHaMeHTa/IbHOE HAYa/Io YIIPAB/ICHNS MHTEPHETOM Ha MEXTOCYapCTBEHHOM YpOB-
He Y IPMBECTY K eIMHBIM CTaHJapTaM, Ha4a/IbHOMY €IMIHOMY ITIOHVIMaHII0 HEKOTOPbIX
IPOLIECCOB B 0OTACTI MEPEOBIX TEXHOIOTHII ¥ MHPOPMAIVIOHHBIX CHCTEM.

BesycnoBHO, CylecTBYIOT M TPYZHOCTHM, KOTOpbIE€ IPENATCTBYIOT PasBUTHIO
MEXYHapOJHbIX CTAaHJAPTOB, @ MMEHHO TEKYIMX MeX1yHapo#Hblil Kpusuc. IToto-
My MBI IIOJIaraeM, YTO Hanbojee yI0OHBIM CPeICTBOM MOI/IY Obl CTaTh MHTETPAL[VIOH-
Hble 00befyHeHnA. [loceHIe MOTYT YCIOKHNUTD CUTYALUIO ¢ GJIOYHBIMU CHCTeMa-
MU IPYTUX FOCYHAPCTB, 106aBUTb IPOOIEMY KOHKYPEHIIUN OfHUX CTaH/JAPTOB Iepel
npyrumu. Ho, 3ameTnm, 4To 1py BHEAPEHUY JAHHBIX NIOJXOJ0B MOXKET IIOCTENIEHHO
chopMIpOBaTbCA KaueCTBEHHAsA aHA/IUTIKA 1 9TO MO3BOMUT YYEHBIM U IIPAKTMKAM
PasBUTH eVHBIX MOAXOABL. B 9TMX mopxopax MOIIo Obl YUUTHIBATbCA HAINlpaB/IeHME
MY/IBTUCTEIIKXO/NIePOBOr0 MOAX0/a. VI IIOCTENIeHHO BBIBECTH «O/IOUHBIN PeXXMM» Ha
JIETaIbHBIN YPOBEHb, @ UMEHHO (OPMAT MHTEIPAIIVIOHHBIX 0O'beIMHEHNIT, B KOTOPBIX
COOMIONAIOTCA MPMHINIBI IIpaBa U B OOJIbIIEI Mepe IMPO3PAYHOCTI TeX VTN MHBIX
MHCTPYMEHTOB.

HemanoBa>xHBIM BOIIPOCOM AB/IAETCS obecniedeHne MHPOPMALVIOHHON 11 Kubep-
0e301acHOCTN B YC/IOBMAX pasBuTyA cetnt «VIHTepHeT». ECTh yrpossl Takne kak Deep
fake (mundetix) (Taxxe 6epymue cBoe Hauano u3 Darknet cermenTa, mpy guciony-
poBaHMY IMPPOBBIX BUTPYH IO IPOfIaXKe HAPKOTMIECKVX IIPETapaToB) a eCTb yIpo-
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3Bl O0JIeE CTIOXKHOTO XapaKTepa, KOTOpble 3aTPAruBaioT BOIPOCH! IONTUTIYECKOTO 1
9KOHOMUYecKoro xapakrepa. Hampumep, ncronbsosanme ChatGPT B rmo6anbHOM
KOHTEKCTe C LIe/Ibl0 YBeMYeHNA HeoOpaOOTaHHOTO U JIOXKHOTO KOHTEHTA B MEXJY-
HapOIHOM IPOCTPAHCTBE. ITO 060CTPSET yKe CYIeCTBYIOIIE IPOOIeMbI MeXXyHa-
POIHBIX OTHOIIEHWIT 1 CO37aeT HOBBIE BBI3OBBI JIaXKe [/ MY/IbTHUCTEIKXO/IEPOBOTO
IOAXO/Ia U B II€/IOM KOHILeNUuN «Yrpasnenus VInTepaeTom».

Ha MeXmyHapogHOM YpOBHE TeXHOJIOTMM He TONbKO CO3/Jal0T HOBBIE BO3MOX-
HOCTM I 6a30BOr0O, TBOPYECKOTO ¥ MEXAYHAPOZHOTO IIOTEHIMATa KOHIIETIVIN
«YIpaB/IeHNA UHTEPHETOM», HO U TIPEIATCTBIA, KOTOPbIe MOTYT TONBKO 000CTPATDH
y)XKe CIOKVMBIINECS MeXAYHApOJHble OTHOLIGHWS Y, CIeOBATENTbHO, OCTOXHATDH
OTHOLIEHUA B MHPOPMALMOHHOM NIPOCTPAHCTBE MEXAY TOCYAAPCTBAMU U MHBIMU
CyOBEKTaMIL.

MexpyHaponHas MHGOPMALMOHHASA CHCTeMa TI0f BO3/Ie/ICTBIEM JJAHHBIX YTPO3,
a TaKoKe MHOXKeCTBA OJIOYHBIX CYICTEM, a He MHTETPAIMOHHBIX, IOPOXKIAeT AeCHHXPO-
HM3ALVIO TTOIXOfI0B OTHOCUTENTBHO LMPPOBBIX 9KOCUCTEM (MHPOPMALMOHHBIX CH-
CTeM), eMHBIX TIOIXOfI0B K CTaHAapTaM B cepe «Ympasenus VHTepHeTOM». ITO
YCIIOXHACT ITIepeXof K BBIPAOOTKe eAVHBIX MEXIYHApPONHBIX CTAHIAPTOB B YaCTH
NV -nHCTpYMeHTOB, 1M pOoBbIX I1aTdopM (MHGOPMALOHHBIX CUCTEM), T.€. B HACTO-
Aljee BpeMsA KaK/[0e TOCYAAPCTBO YyKe CO3/]aI0 CBOM TOCyAapCTBeHHbIe NHGOpMaI-
OHHBIE CHCTEMBI, KOTOPbIe Pa3BUBAIOT IIOAXO/BI K MH(OPMAIVIOHHBIM IIPOAYKTaM 1
uccnefytoT ux. Ha ypoBHe MHTErpaIOHHBIX HAIIPAB/IEHNIl, K COKa/IeHNIO, JaHHBIE
BOIIPOCBHI He 0OCY>KHAIOTCS, B YaCTU BBIPAOOTKM €AVMHBIX IPUHIUIIOB K NHGOpMa-
IIVIOHHBIM cycTeMaM (LpOBBIM sKocycTeMaM). B 6yayiem aTo ToNbKO mofpbIBaeT
3HaueHJe MEKIYHapPOIHBIX MEXaHI3MOB, B YaCTV CTAaHAAPTHU3ALNY NHPOPMAIIVIOH-
HBIX CMCTEM Vi UX 3HAYMMOCTH VX CTaHAAPTU3ALVN. PasyMeeTcs, JaHHOE HAIIpaBIIe-
HJe pean3yeTcs B paMKaX pasBUTUA PbIHKA MHTE/UIEKTYalIbHOI COOCTBEHHOCTH,
IIEPEIOBBIX TEXHONOINI, OJHAKO, B 4aCTU CHUCTEMbI «YIpaBleHusA JVIHTepHETOM».
VVI-MHCTPYMEHTOB IOKa He pa3paboTaHbl HOPMATVBHbIE HAavya/Ia.

IIpeononenus u é6edeHue 8 HOBbil N00X00 Kk «Ynpaenenuro Vnmepremom»
U UHPOPMAUUOHHVIM CUCTEMAM 6 KOMmopble 6HeOpeHbl nepedosvle MeXHON0UU
(MU-mo0ynu u m.o.).

B Hacrosee BpeMms, HET KaKOJ-TO KOHKPETHON HOC/IEOBATEe/IbHOCTY WM Te-
opuu B 067acTy MeX[YHAPOGHBIX MH(POPMAIVIOHHBIX CUCTEM (LMPPOBBIX 3KOCK-
CTeM), IPUK/IA/{HBIX Ha4asl /I Pa3BUTYA JAHHOTO HAIIPABJIeHN S, HECMOTPs Ha Iep-
Bble IIPAKTIYeCcKIe BeKTOPbL. MBI ITpefylaraeM, MUCXOZs M3 aHa/IN3a Y IIPaKTUYeCKOTO
OIbITa, 3 (asbl pasBUTHA MEKIYHAPOIHBIX MH(GOPMALMOHHBIX CUCTeM (11(POBBIX
9KOCHCTEM):

1) IlepBas ¢asa 3aKmo¥aeTcss B pasBUTHE T'OCYAAPCTBEHHBIX MH(OPMAIVOH-
HBIX CUCTEM B KaXX[JOM KOHKPETHOM TOCYAAPCTBe, IIPONMChIBAHNE METONUK K HUM,
HOPMaTVBHOJ OCHOBBL. OTCYTCTBME MHTETPAIMOHHBIX OCHOB U HAaATOCY/IAPCTBEH-
HBIX, IEPBUYHBIX METOAVK PEry1upoBaHys MHPOPMALMOHHBIX CYICTEM I TIePeOBbIX
TEXHOJIOTMI1, KOTOPBIe B HUX MCIIONb3YI0TCA. Ha MeXXIyHapogHOM ypOBHE MOXKHO Ha-
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OJIrofaTh IIepBIYHbIE IIPVMHINIIBL B PerymupoBanun cetu «/HTepHeT» 1 MHPOpMALV-
OHHBIX OTHOILIEHMII, OTHOIIEHWIT MH(OPMALMOHHOI 6€30I1aCHOCTY U T.1L.;

2) Bropas ¢asa 3axmodaeTcs B Iepexofie OT FOCYJAPCTBEHHOTO K MHTerpaliu-
OHHOMY YPOBHIO MH(OPMAIVOHHBIX CUCTEM, @ IMEHHO IIyTeM (GopMupoBaHye 06-
VX CTAaHJAPTOB ¥ LU(PPOBBIX HAIPABIEHMI K LPPOBBIM I1aTpopMaM Ha YpOBHe
VHTETPALVIOHHBIX 00'beMIHEHNIT TOCYHAPCTB;

3) Tperbs ¢asa mogpasyMeBaeT IOCTENIEHHOE CTAHOBJIEHN)E eMHO MeXIyHa-
ponHOI MHPOPMALIMOHHOI CHCTeMBI (11 POBOIT SKOCUCTEMBI), KOTOPasi YCTaHABIIN-
BaeT efjVIHble CTAHJAPTHI B 00/IACTY KOHTEHTa (IIPOTMBOIPABHOTO KOHTEHTA), BBe-
JieHVIe perlaMeHTOB MHPOPMALMOHHOI/Kubep 6e30IIacCHOCTH 1 eJUHBIX TIOAXO0I0B K
TEeXHOJIOIMY «OOoMbIINX faHHBIX» (Big data) m mepcoHanbHbIM faHHBIM. [lofo6HBIE
HOJIXO/bI JINIID IIEPBUYHBI, HEOOXOAMMO pasBUBATh U TEXHOTOIMY MCKYCCTBEHHOTO
MHTe/UIeKTa (cTaHaapTh). KpoMe TOro, mponsBoanuTh HACTPOIIKY Ha 00IIIeCUCTEMHOE
BUJIeHNe Yepe3 IM(POBYI0 9KOCUCTEMY U ee aTpulyThl. besycnoBHO, IepBUYHBIM B
5TOM HaIlpaB/IeHUN JO/DKHA CTAaTh Ky/IbTypa pabOTHI ¢ JAaHHBIMY U IOAXOABI K MX
o6paborke mpu momonm VV-monyrneit udpoBbix maTdopm.

JlonoNHNTeIBHO OTMETHM, 4TO 2-51 (pasa oTpaxkaeT BHIOOP 60jIee CTabMIbHOI I
6e30I1acHOII TOCYIapCTBEHHOI MH(POPMAIVIOHHON CYCTEMBI I BHE[IpEHIe ee Ha UH-
TETPalYIOHHOM YpPOBHe. VIHTerpalyOHHbI YPOBEHbD AB/IAETCS CBOCOOPa3HBIM (PI/Ib-
TPOM ¥ TeCTOM OYAYIEero craryca MeX[YHapOfHO MH(POPMAIMOHHON CUCTEMBI
(uudpoBoI 9KOCUCTEMBI).

Tperbsa pasa oTmmyaeTcs cBoell I7T06aTBHOCTBIO U PaCIIPOCTPAHEHNEM Ha TOCY-
JlapCTBA HOPMATVBHBIX OCHOB, TaKVX KaK CTaHJAPThI, HOIMTYUKMY, permaMeHThl. Kpo-
Me TOTO, MOIJIa OBl BBICTYIIUTD €VIHBIM HOPMATVBHBIM LIEHTPOM, B 4aCTI Pas3bacC-
HEHNS OT/IE/IbHBIX TIONOKEHNIT B cepe «YIpaB/ieHVsi MHTEPHETOM» U BO3MOXKHBIX
HOpM B cepe VY. Mbl nojaraem, 4To BaXXKHBI C/IEYIOLIVE CUCTEMHBIE Pa3pabOTKM
B cepe yIpaB/IeHNA UHTEPHETOM, B paKypce MEeKIYHapOLHBIX MHPOPMALMOHHBIX
cucreM u BHegpenus VV-uncrpymentos (3 ¢asa pasBUTHA MEXIYHAPOIHBIX UH-
(bOpMaLMOHHBIX CUCTEM):

- co3danue 6a308020 «cmandapma anv@a+», KOTOpslit crenepruposai 6sl IT, Te-
JIeKOM B KOHIenIuu “YipasjieHue nHtepHeToM . [Ipy 9TOM Ba)KHO, YTOOBI JaHHBIE
97IeMeHTbI ObUIN MPeICTaB/IeHbI 110 aHAJIOTUYU C KOHLEIVel «TpuefuHcTBa» (Smo-
Hys1 O61iecTBo 5.0), TaK KaK OHM TeCHBIM 00Pa3oM CBsI3aHbI APYT C APYTOM I B LI€/IOM
CO3JAI0T efuHOe IMPpOBOe MOJe /IS B3aMMOJENCTBUA TOCYAPCTB, OpTraHU3aIVil
(IpaBUTENbCTBEHHOTO 1 HEIIPABUTETbCTBEHHOTO YPOBHEN);

- paseumue VVI-uncmpymenmos Ha HA4ANbHOM YPO6He, 6 HACIU 603MONCHO-
cmu nepeuuHoll modepayuu KoHmexma i VHPOPMALMM HA YpPOBHE NMHPOPMALVIOH-
HBIX CCTeM (LMQPOBBIX IKOCUCTEM);

- ONMUMU3AUUS MEPMUHO6 U onpedesieHull B JAHHOM CTaHfapTe, b0 depe3
OTJEbHYIO «HACTONbHYIO KHUTY»;

- ycmpaneHue 6apvepos 8 ycmoiiuueom Vnmeprem-coedureHuu, Iy TeM IpUHs-
THS €VHBIX IIPOTOKONOB B cdepe 4 G wm 5 G;
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- obecneuerue eOUHbIX CMAHOAPMOB 6 001acmu 0aHHbIX TIPU paboTe C CEThIO
«VIHTepHeT» U MOMUTUKYU PabOTBHI C JaHHBIMY;

- obecneuerue AOMUHUCIPAMUBHO-0P2AHUZAUUOHHBIX 3a0ay B cepe pa3BUTHA
0003HaUYeHHOTO B CTaTbe HAIPABJIEHUs — CO3/aHMe IIPaBUTEIbCTBEHHOI OpraHu3a-
IV, KOTopast OyeT 3aHMMAThCs BOIIPOCAMM YIIPAB/IEHVISI MTHTEPHETOM, C Y4€TOM CY-
I[eCTBYIOIe}l aHAIMTUYECKOI ¥ PeKOMEHIATeIbHON PaboThl, KOTOPYIO BBIIOTHSET
MexpayHaponHbill Gopym 1o ynpasneHnio naTepHeToM (IGF).

BmecTe ¢ Tem, onmcaHHbIe QperiMBI JINIIb OJINIE TBOPSIOT IIPef MEXXTYHAPOTHYIO
¢asy pasButia MHGOPMALMOHHOI cucTeM (LMPPOBOIT IKOCUCTEMBI) MEXIOCYAAp-
CTBEHHOTO YpOBHA. [I/11 peanuaanny faHHO (asbl TpebyeTCs MHTErPALVIOHHBII T1e-
puop, pu KOTOpoM OyAyT anmpoOMpoBaHbl y)Ke CYIIeCTBYIOLINE TOCYapCTBEHHbIE
CUCTEMBI U BHEJIPEHBI Ha YPOBHE HECKONIBKIX TOCyapcTB. KoHeuHbIIT pe3ybTaT pas-
BUTHA (PPeIMOB MOYKHO JIMIID IIPOTHO3MPOBATb.

[ToMMMO JaHHBIX IPEJIOKEHNII CIefyeT 0OpaTUTh BHYMAHNE Ha TaKye KOH-
crpykumn Kak «SAGE» wm «Arpanet» [11] n nentpammsosanasie 9BM (Konmen-
A AV Knrosa [3]). Ha MexyHapogHOM ypOBHE HECMOTPS Ha TO, YTO CYILIeCTBY-
eT JIOMEHHas apXUTEeKTypa, KOpHeBble OMOMMOTeK), BaXHO NPOAYMaTh MOJOOHBIE
npoekTsl. Ha JaHHBIT MOMEHT BpeMeHN CYILIeCTBYeT OeTa-IPOeKT, TaKoil Kak Yeti
DNS. IIpoexT opueHTHpOBaH Ha CO3[jaHe MapaleNbHON 9KCIIePUMEHTA/IbHOM aK-
TUBHOI KOpHeBoi1 cuctemsl [IPv6 DNS [16], 4To 103BOMNUT IIpefoCTaBUTh HEKOTOPBIE
T0JIe3HBbIe TEXHIYECKIIE Pe3y/IbTaThl B 4aCTY YCTONYMBOTO QYHKIMOHVPOBAHNUA CETH
U HOfJep>KaHus ee 6e30macHON paboThl. BO3MOXXHBI OT/ie/IbHBIE [JOTIONHNUTE/IbHBIE
BOIIPOChl B 4YacTyu passutue V- texnomormit npu mcnonbzopanum OS-pelreHnin
(HOCTaTOYHO MOMY/IAPHOE HAIPaB/IeHNEe B MEAMIIVHCKON cepe M0 MCIOMb30BAHNIO
VM -uHCcTpyMeHTOB) [17] 1A HOCTpOEHNA HOPMA/ILHOM U CTAOVIBHON apXUTEKTYPhL
peLIeHNit /I MHTETPALVIOHHBIX IM00 MEeXX/TYHAPOIHBIX PeIIeHNil.

BrieHa3BaHHbIE NepefioBble HALIPABICHVS TaKKe MOXKHO YCTIOBHO Pa3feNNTh
Ha /IBa BO3MOXKHBIX IHCTPYMEHTA Pa3BUTIA MeXAYHAPOFHON MHPOPMALMOHHON CH-
CTeMBI (TaK)Xe MHTETPAIVIOHHBIX CUCTEM):

- OS-pemennsa nna nHGOPMALMOHHBIX CUCTEM [9], KOTOpbIe ABIAIOTCA YH00-
HOJI IIOLA/IKOM 1A pasBuTuA VIVI-mHCTpyMeHTOB;

- JIOKaJIbHBIE CeTH /IS CTAaOMIBHOTO MOJiePKaHMsI CCTEeMBbI XPaHEHN s JJAaHHbIX
(B ToM uncrte i1 BHepeHus cucteM epuHoit e 9BM o mozenu A.V. Kurosa).

[TosicHuM, 4TO JIOKa/IbHbIE CETH, C TOUKYU 3PEHMsI IIPABOBOr0 00ecreyeH s -
60it MHGOPMAIIMOHHOIT CHCTEMBI, SIBIIIOTCS 00/Iee CTAOMIbHBIMU 1 HAZIEKHBIMI, ITO
II03BOJISIET CO3/IaBaTh eJVIHOE OKHO IIepefiauyl JAHHDIX, BMECTE C TeM, TAK)Ke TeXHIYe-
CKJIe XapaKTePUCTUKY He YCTYIAIOT IIepejOBBIM 00TaYHBIM XPaHVIMIAM.

[laHHbIe TEH/IEHIIMN CIelyeT PAaCCMOTPETh Ha MPOTSDKEHMY BCeX 0003HAYeHHBIX
¢a3 pasBuTHA MHGOPMALVOHHBIX CUCTeM (I1M(POBBIX IKOCUCTEM), @ TAKXKE C YIeTOM
YCIIOBUII HEYCTOIYMBOI CBA3M, B HABUTAIIVIOHHBIX CUCTEMaX, HECTaOMIBHOM IIOfI-
K/IIOYEeHNY, @ TAaKKe CMaboil almapaTypsl IO OIpefie/IeHHbIM MoKasate/saM. JIo0bie
HOBBIE HaIlpaB/IeHNA CTIefyeT HajlIleXalM 06pa3oM IPOIMCHIBATH B TOCY/IAPCTBEH-
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HBIX CTPATeINAX, JOPOXHBIX KapTaxX, KOHIeNyAX 1 T.1. HopmaTuBHOE obecriedenne
IIO3BOJIUT CO3/IaTh €[IVHBIIl a/ITOPUTM ¥ 3aKOHOMEPHOCTY IIePEIOBBIX TEXHONOTUII 11 B
HOC/IENYIOLIeM 00eCIIeYnTh CBSA3b aKTOB APYT C IPYTOM (CUCTeMa MEX/YHAPOLHbIX 1
HAIIMOHA/IbHBIX HOPMAaTUBHBIX aKTOB). Y4eT reonoMnTIYecKux GpakTopos, Takxe Oy-
JieT CIOCOOCTBOBATD JIOIIOTHUTE/IBHOMY HAIIPAB/ICHNUIO [ PasBUTHA B cepe Mex-
IyHapOHBIX MH(OPMAIVIOHHBIX CUCTEM U X HOPMaTHBHOMY obectiedennio. Tak kak
YIUTBIBAET BIMsIHME OJIOYHBIX CUCTEM VM MY/IBTUCTEIKXO/IIEPOBOTO MOJIXO/IA.

MynbTHCTeIKXONIePOBBINl MOAXO[, MOXET CIY>KUTb OTHEIbHBIM VHCTPYMEH-
TapueM Iy pasBuTyA (a3 MHPOPMAIMOHHBIX CUCTEM U IIOCTEIIEHHOMY IIpeoOpa-
30BAaHUI0 B MEX[YHApOAHYIO (TpeTbio (asdy). ITO MO3BOMAET PACCMOTPETb 6OJIb-
IIMHCTBO VIHCTPYMEHTOB C YYETOM HOBBIX BBOJHDBIX aHATUTIYECKUX 0COOEHHOCTEII
VI BBIABJICHHBIX YIPO3. YUeT ONBITa HeIPaBUTETbCTBEHHBIX YUPEKIEHWII TO3BOIUT
YKPeNuTb IIOAXO/bI B HOPMATUBHO-IIPABOBOM HAIIPaB/IEHNN 1 CO3JaTh Oo/ee akTy-
aJIBHBIIL MaTepuan s ux coiep>xanns. Hampumep, 06paboTka JaHHBIX pereHepa-
TUBHBIM MICKYCCTBEHHBIM MHTE/UIEKTOM IIPY VICTIONIb30BAHMM OO/TaYHBIX XPAaHVJINIL
B MHGOpMaLMOHHOI cucteMe. [Ipy 3TOM HaM IOKa M3BECTEH TONBKO HAIVIOHAJIb-
HBIJT OIIBIT IIO BBIIIEYIIOMAHYTOMY BEKTOPY, He CTIOXKHO IIPEACTABUTD CKOTTBKO MHOTO
IOPUMYECKIX V1 MHBIX (PaKTOPOB MOXKET BO3HMKHYTb IIPY MHTEIPAIIVIOHHBIX MHPOP-
MAIVIOHHBIX CUCTEMAX VI MeX/JYHAPOILHBIX MH(POPMAIVIOHHBIX CUCTEMAX.

[To mocnegHeMy 0603HaYeHHOMY 3aMeYaHUI0, MOKHO BBIJIETUTD CIEAYIOLINE yC-
JIOBHBIE TIPV3HAKY HOPMATVUBHOTO O0eCIIeYeHNA MHTeTPAllMOHHO 1 MEX/[YHAPOJ-
HOT MH(OPMALMOHHBIX CYICTEM Ha BTOPOII U TpeThell dase:

- efUHbIE perlaMeHThl 0e30IaCHOCTY (MEXIYHApOLHOM MO0 MHTerpalyoH-
HbII1 YPOBEHD);

- monbopka prcK-(aKTOPOB U AHATIUTHKIA [10 HOBBIM PEIIEHVISIM U BO3MOXKHO-
CTV MIX MUTPAIMY Ha MH(OPMALMOHHYIO cucTeMy (IM(PPOBYIO 9KOCUCTEMY);

- 0COOEHHOCTM pernaMeHTalyuy MHGOPMAIVOHHBIX CUCTEM OTKPBITOTO I 3a-
KPBITOTO KOHTYpa (Tnma);

- cnenudukanuy VVI-MHCTPyMEHTOB Ha YpOBHE MEXIYHAPORHBIX MH(POpMa-
IIVIOHHBIX CUCTEM Y MHTETPALIVIOHHBIX CUCTEM;

- HOPMOTBOPYECTBO Ha YPOBHe MH(OPMAIMOHHON CUCTEMbl — OOHOBJIEHNE
HOPMATVBHOJ 0as3bl, yCTAHOB/IEH)E MEXaHN3MOB PAH)KMPOBAHNe JTYYIINX IIPAKTUK
TOCYAapCTBEHHBIX MHPOPMALMOHHBIX CHCTEM KaXXJOTO 13 TOCYapCTBa.

[To3BomuM cebe 3aMeTHUTh, YTO MHTEIPAIMOHHAS U MEXAYHapomHas MHQOp-
MalVoHHasA cucreMa (1ydpoBas sKocucTeMa) He IOAMEHANT 1-10 (asy, a UMEHHO
rOCyapCcTBeHHbIe NH(OPMALMOHHBIE CHCTeMbI. MBI IMIIb 0603Ha4YaeM U BHIBOAUM
3aKOHOMEPHOCTb («3aKOHOMEPHOCTD PasBUTHUA MHPOPMALMOHHBIX CUCTEM C TEXHI-
YeCKVIMY MHCTPYMeHTaMu (TiepefjoBble TeXHOIOTMY) B YCIOBMAX YIIPAB/ICHVS HTEP-
HETOM) MX Pa3BUTVA B Ja/lbHEVIIEM, a TaKXKe paclipeHye o 6onee rm1o6anbHOTO
YPOBHS, BHE TOCYJapCTBEHHBIX TPaHuLl. TeHJEHIV ONpaBJaHa C y4eTOM IOCTOSAH-
HOTO pacCIIVPeHNs TOCYAAPCTBEHHBIX CHCTEM, IOTOMY UX KOHKYPEHIV U CTpeMIIe-
HJIE OT/Ie/IbHBIX aKTOPOB K YCTAQHOB/IEHWIO €VHBIX CTaHAAPTOB HemzbexxHa. B maH-
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HOJI CTaThe Mbl /IVIIb BHIBOAVM 3Ty 3aKOHOMEPHOCTD I OTM€YaeM BIIO/IHE Pea/IbHYIO
CUCTEMY U IPOTHO3 MH(POPMALVIOHHBIX cCTeM (11 pOBBIX 3KOCKCTeM). B ycmoBmsax
Pa3BUTIA KOHLIEIIIMN «YIIPAaB/IeHN NHTEPHETOM» 9TO CO37jaeT 0COObIe KOHBEPTeHT-
HbIe YC/IOBMA JLA IOfJ00HOII BHIBEIEHHO 3aKOHOMEPHOCTH, TaK KaK IOCIeHAA 110-
3BO/IET YCTPAHUTD Oapbepbl, KoTopble oTMedan B IGF 1 0o6pasoBaTh eamHblil CBOX
IIpaBIJI ¥ IIPEJIOXKEHNIT TAHHON KOHLIETIIUNA.

JlaHHas 3aKOHOMEPHOCTb MOXKET AB/IATHCA KaK TEOPETUYECKNM, TaK U IPUKIIaJl-
HbIM O0OCHOBaHNEM B IIOCTIEAYIOIIMX AOKYMEHTAX IO CO3JJAHUIO M PasBUTUIO UH-
($OpManMOHHBIX CHCTeM (3KOCHCTEM) Ha MEXXYHAPOIZHOM YpOBHE. 3aKOHOMEPHOCTD
BKJIIOYAeT B ce0s Bce Tpy 0003HaueHHbIe (as3bl U UX «IIpodariibl» (T.e. OIMMCaHME K
KOHKPETHBIM TEeXHOJIOIVAM, IIyTU VX THUpaKupoBaHus u T.j.). Camn 1o cebe mpo-
GbailyIpl IUIIb JAIOT ONMCAHMeE, HO He BBIBOJAT «HJI€aNIbHOTO peLienTar I KpUTHIe-
CKOJT MHPACTPYKTYPBL U OTAENbHO B3ATHIX TexHonoruit. [locnennuit popmupy-
eTCsl Y’Ke B paMKaX OINMCAHHBIX CTaH[JAPTOB 1 Yallle BCETO MCXOAMUT OT KOHKPETHbIX
rocygapcts. CreyeT JOIOTHUTENbHO IOSACHUTD, YTO HOPMOTBOPYECKIIT KOMIIOHEHT
Ha yposHe VI/-monyns [8] B mHGOPMALMOHHOI CuCTeMe — AB/IAETCS OCHOBOI BCeX
Tpex a3 1 Hallelt IpeIo’KeHHOI 3aKOHOMEPHOCTI COOTBETCTBEHHO. VIMEHHO 3TOT
KOMIIOHEHT MOXXET B MJiea/lbHBIX YC/IOBVUAX (OPMMUPOBATh CTAHJAPTBI, KOTOpBIE
OynyT obpabaThIBaThCS MEXAYHAPORHBIMY Oreparopamu. Ilpu ydete maHHOI 3a-
KOHOMEPHOCTH, CIefyeT He 3a0bIBaTh O I1eYa/JbHOM OIIbITe, HaIpuMep, mwiaTdopma
«KOHCTPYKTOp LM(POBBIX permaMeHToB» [5] u T.1i. B 3T0it cBA3M, IpK aKTUBHOM CO-
BEpIIEHCTBOBAHNM NTPOQAIIOB BCe KOHILIENTYa/IbHbIe OIVCAaHMA (a3 MOXKHO peas-
30BbIBATh IIOCTENEHHO.

Takum 06pa3oM, BbllIeHa3BaHHbIE MPEJIOKEHNSI MOTYT 00eCIieYnTh pa3BuUTHE
Ka4eCTBEHHO HOBOJI COflepKaTe/IbHO 6a3bl ¥ CTAaTh ONMIOPHBIM KOMIITIEKCOM KOHIIETI-
M «YIpaBjieHns: MHTepHeTOM». VHdopMaloHHble CHCTeMbl Ha Pas3InyHbIX (da-
3aX pasBUTHA AB/IATCA KA4eCTBEHHBIMY 37IeMEHTaMM JAHHOI KOHIIEILVN, KOTOpbIe
IOCTOSHHO M3MEHAITCA U B HYX UCTIONb3YeTCA HOBble CKBO3HbIE TeXHOMOTMM. Takas
e[MHas CUCTEMA CO3JaeT HOBBIIl MIOAXOJ, B IMOCTEAYIOLIEil CCTEMAaTU3aLUN 3aKOHO-
JlaTeNbCTBa, TPYIIMPOBKY HOPMAaTUBHBIX aKTOB 1 MX HanpasneHusA. C yueToM Bcex
0COOEHHOCTel Pa3BUTUA HOBOIL LPPOBOIL Cpefbl ¥ OTHOLICHMII Ha MEX/[YHAPOJ-
HOM YPOBHE TeKYIIero Iep1oia, IoK0OHbIe 3aKOHOMEPHOCTH, TIOCTENIEHHOE Pa3Bl-
TVie MHPOPMAL[MOHHBIX CUCTEM HOCUT CTPATETMYECKVIX XapaKTep U MOXKeT II0CTeIIeH-
HO YCTPaHUTb NHGOPMAIVIOHHYIO ¥ IIPABOBYIO HEOIIPE/IeNIeHHOCTD B HAIVIOHA/IbHOI
Y MEXX/JYHAaPOJIHOI ITOBECTKE.
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as the role of information systems and advanced technologies in them. The article at-
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tic features of each phase and their role in the formation of information systems. The
author cited generalizing documents on the concepts of “Internet Governance” to sub-
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Mankind always creates the right technology
for the wrong purposes
P. Buckminster Fuller

urrently, an increasingly relevant strategic issue is “Internet governance’, ap-

proaches and specifics of relations in the Internet space and the mechanics of

interaction between actors at the international and national levels, including
Al-based information systems [10]. However, in technical literature and periodicals,
the issue is often leveled down to data transmission and the speed of such data trans-
mission or data processing. From the point of view of international legal concepts, the
issue of Internet governance is shifted towards the theory of “spheres” and division of
the Internet space into them, i.e., each sphere includes a group of states and relevant
norms, technical regulations, according to which the Internet and, consequently, data
streaming is controlled by a particular state, namely the introduction of regimes “an-
onymized data’, “personal data’, etc. From a legal point of view, the concept of “Internet
Governance” is considered deeper, as the legal framework is based on the prototype
acts of a specific state before the adoption of the relevant instrument at the internation-
al level. In addition, the question regarding information systems (public and private) is
also leveled, which now poses more analytical challenges for the research of this topic
in the projection of information relations in the “Internet” network.

Information systems (digital ecosystems) in the Internet certainly occupy a spe-
cial place and have a certain strategic resource for the development of the concept of
“Internet governance”. However, there are still many questions related to their devel-
opment, “evolution’, etc.

This raises a request for detailed consideration of legal issues in the context of
Internet governance.

Legal and technical analysis at the international and comparative-legal level will
allow to determine some substantive aspects of the concept of “Internet Governance’,
as well as the interrelation of international and national direction, risk factors that
such a concept may entail. In addition, it should be noted the semantic meaning of
such a concept, which in turn affects data processing, data transmission methods, the
legal regime of data and algorithms of information retrieval and reading, the use of Al
technologies for the functioning of information systems (digital ecosystems).
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The semantic component of the concept of “Internet Governance” includes na-
tional legal doctrines, international and multi-stakeholder approaches. Such diverse
content suggests some inconsistency and even technical errors of the Internet itself.
The latter are reduced to a comparison with the paradox of Buraly-Forty, which con-
sists in the contradiction of the theory of sets and in which the construction of a set
(as a regular process and phenomenon) is possible. The Internet, like this theory, is
also contradictory and complex due to its national legal nature, approaches to nor-
mative-legal support and regulation in different states. Accordingly, if we consider the
“Internet” network in the conditions of such regulatory and technical challenges, we
should say about the tendency of transformation into an international one and com-
plication by a multi-stakeholder approach. This pattern of the Internet itself can be
assessed as a positive dynamic towards the gradual unification of legal regimes and
regulatory standards.

We believe it is correct to consider several approaches to the concept of “Inter-
net Governance™ geopolitical (substantive), international legal, multi-stakeholder
approach (artificial intelligence projects in the darknet). We will also consider the
relationship of the concept of “Internet Governance” with artificial intelligence (AI)
technology and information systems (digital ecosystems).

1. Geopolitical (content) approach to Internet governance. Network neutrality
of groups of states in digital spheres.

Independent domestic platforms that exist in the form of information systems and
ecosystems gradually exert external influence on the transformation of most social
and economic relations. However, these units themselves do not play any sovereign
and distinctive role, but, at the same time, contribute to the activation of state sover-
eignty in the information space. Each of the information systems, ecosystems are cre-
ated for the purpose of promoting information services, their replication or creating
a unified environment of trust. Trust environments (meaning the formation of the
direction of “transparent” relations in the Internet, digital space, which allow users to
carry out their activities on trust with various actors) in many respects resemble closed
ecosystems, in which citizens can, in addition to services, perform labor functions,
offer technical solutions, form their own personal offices, interface, etc.

The Gostech system acts as a universal platform that accelerates the launch of ser-
vices that include channels, product factories, standard solutions, basic platform ser-
vices, data factory, state cloud (data storage), information security, and infrastructure
production process. Such digital transformation of the state is identical to the cases of
other states.

The Russian Federation has created and is improving the information system
“Gostech’, which includes: ready-made services, No-code and Low-code services,
technological services, development services, infrastructure services. This system of-
fers both to create technical solutions with the help of various resources and to provide
and replicate new services and solutions. In addition, at the strategic session of Gos-
tech, which was held in St. Petersburg, the participants of the regional pilot of service
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design discussed the methodology of client-centered service design and applied it to
analyze their own solutions (platform, information systems) [2]. Client-centered de-
sign is based on user requests and expectations, as well as on statistical information
and modeling of each request from different categories of users [4]. Such events in-
dicate the gradual integration of regional solutions with federal ones, which in many
ways indicates not just replication, but real lobbying for a unified information system
and confirmation of the theory of information spheres into which the international
space is divided.

A separate direction at the level of the Gostech system is AI systems and auton-
omous modules, which also to some extent affects the development of information
systems at the federal and regional levels.

International practice of centralization of digital systems like the Gostech system
should also be considered. For example, in the U.S. the GSA (U.S. General Admin-
istration) portal has been created, the task of such a portal (service) is to create and
replicate the concept of “government as a service”. The platform provides not only an
understanding of the regulatory process or basic information on procurement and
other services, but also gives full access to initiatives (e.g., technology modernization
fund, digital strategy, etc.) and the opportunity to join them, as well as a module for
SME certification, etc. The digital platform is also linked to the e-government portal
and the tender portal (support measures, in terms of various technical solutions, as
well as administration of information systems), which allows us to talk about the state’s
own digital ecosystem, which is semi-closed (as one can familiarize oneself partially
with the information without creating a personal account). Processing of information
from e-government portals, combination of data is also based on AI modules.

In Canada there is a service “Open Government”, which provides access to various

» «

services and services. This service contains four blocks: “open data”, “open govern-
ment’, “open information’, “open dialog” “Open data” consists of a complete database
of labor, legal, military, and other resources with all accompanying statistical and legal
documents. “Open Government” includes a section on license (right to use content on
open platforms”, analytical information, feedback forms and documents on the devel-
opment of “open government” as a national information resource. “Open Information’,
which includes a search on the open information field, the strategy of the government
“as a service’, the federal library of knowledge, etc. The “Open Dialogue” resource in-
cludes a blogosphere (“blog of the state”, where information on activities and projects
is published), proposals on regulativity and the possibility to leave a comment. The
blog is also moderated on the basis of an automated Al-regulation.

In the UK, there is also an identical resource “Government Digital Service”. The
service contains identical materials, but they are informational only, and the service is
in the project stage of development.

Such services allow states to create utilitarian digital ecosystems that are closed
block architectures. Such blocks form their own principles of Internet governance and
ideas about the Internet and information systems as key platform solutions. At the

124 Journal of Digital Economy Research



L. Gontar

same time, content and data are processed by automated Al tools embedded in the
system, which also complicates the history of individual blocks on the Internet, with
information exchange on the Internet and raises questions about the accessibility of
certain information.

Information state systems create their own services, logistic chains and form
domestic marketplaces, services of services, etc. within each state. Such trends form
“block” principles and the beginnings of radical information sovereignty in the sphere
of international relations (in the sphere of the Internet). Such trends are justified in
terms of lobbying for their domestic platforms, technical products by each state, which
demonstrates import substitution tactics. But such things also give rise to the forma-
tion of “digital cannibalism”, which is understood as a fierce competition of “technolo-
gies ahead of the curve’, accompanied by such trends as parallel imports, and the lack
of quality products on the digital market, strict content moderation based on a cer-
tain algorithm (AI tools, modules). At the same time, it should be noted that content
moderation is not always of high quality. This creates even more fierce conditions for
the development of international information relations and the formation of common
standards and trust building between the digital markets of states.

2. An international legal approach to Internet governance. International
non-governmental organizations.

International Internet governance relations are shaped by the positions of inter-
national governmental and non-governmental organizations. However, we will allow
ourselves to consider the positions of international non-governmental organizations,
due to the fact that these collaborations serve as a significant source of lobbying for the
“block” system of international information relations. This contributes to the develop-
ment of quality analytics.

Internet Corporation for Assigned Names and Numbers (ICANN)

(Domain Name and IP Address Management Corporation) ICANN has repeat-
edly emphasized that ensuring a healthy collaborative ecosystem of international re-
lationships is critical to the development of Internet Governance. The organization
plays a significant role in the development of these areas. ICANN’s primary mission is
to ensure the stability and security of the Internet’s unique identifier systems. Period-
ically, working groups have published studies on the topic of ICANN development in
the ecosystem of Internet relations, where the main role of ICANN is reduced to co-
ordinating, based on the following principles: reciprocity (guarantees of information
exchange through the Internet without threats); respect (respect for the choice of con-
tent, etc.); reliability (development of methodology for user interaction); reasonable-
ness (transparency and accountability of coordinating systems); reality (measurability
and manageability of the theory of “Internet Governance” in practice) [4].

Such an approach is justified, but attention should be paid to ICANN’s status
(non-governmental organization), which may not allow it to act as a sole coordinator
and carry out even minimal regulation. Therefore, it should be noted that the role of
ICANN cannot be overestimated and the role of working groups, which the organiza-
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tion creates by its own efforts (including projects in the field of international educa-
tion, such as APIGA, which indirectly touches on Al issues) [6]. At the same time, the
concept of “Internet Governance” and the role of coordinator in this direction implies
a higher (publicly recognized) status of the organization and its real ability to imple-
ment this direction.

The Internet Society (ISOC) (Internet Society)

This international (non-governmental) organization was founded in 1998, and
its main goals are: to build and support Internet communities; to promote the devel-
opment and use of Internet infrastructure, technologies, and open standards; and to
advocate for policy. To achieve these goals, the organization promotes the open devel-
opment of Internet standards, protocols, administration, and technical infrastructure;
supports education; publishes and provides accurate information about the Internet;
and serves as a focal point for promoting the Internet as a positive tool and public
good.

The organization has prepared a document “A healthy internet for Future Gen-
eration”, which is structured as a roadmap [6]. This roadmap includes the following
elements:

- Internet development (bridging digital, educational gaps, improving public
networks);

- the potential of the Internet (expansion of the “Advancing the Internet” pro-
gram with two modules: introduction to the key factors that are necessary for open-
ness and globalization, security; educating people on the different ways in which the
Internet influences policy, trends in technology, etc.);

- Creation of a publicly accessible repository of the crowdsourced Internet com-
munity. The function of the repository will be to track global Internet threats, as well
as to monitor various kinds of propaganda on the Internet.

The mentioned directions also indirectly touch upon new technologies, but AlI-
tools are not mentioned separately. However, taking into account the indicated task of
overcoming digital divides, ensuring the functioning of the repository, the question of
the role of Al in current tasks can also be raised, as almost every information system
can contain an Al module for automatic search and detection of Internet threats. Spe-
cial attention is paid to the issue of machine learning (as a direction of the Al-sphere).
Thus, it is with the help of this technology that the process of learning by means of
algorithms is used, which makes digital ecosystems more accessible and convenient
(in terms of interface) to use.

Internet Governance Forum (IGF) (Global Internet Governance Forum)

The Global Internet Governance Forum is engaged in building a common frame-
work for cooperation and development of the Internet. The Forum aims to facilitate
the exchange of information and best practices and to take full advantage of the ex-
pertise of the academic, scientific and technical communities; to advise all stakehold-
ers by proposing ways and means to accelerate data availability and the availability of
sustainable Internet connectivity in developing countries; to strengthen and broaden
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stakeholder participation in existing and/or future Internet governance mechanisms,
especially from developing countries; to identify emerging issues, bring them to the
attention of relevant bodies; and to promote the participation of stakeholders in the
Internet governance process.

At the same time, in addition to more general directions, back in 2017, a mini-re-
port on the outcome of the session “Artificial Intelligence in Asia: what has changed?”
was published, in which the following check-list of directions that should be imple-
mented was announced [16]:

- Providing access to training data on which machine learning is based requires
significant revision of regulations regarding the production (creation and generation)
of and access to data;

- the use of data in the storage of digital platforms (systems), as well as the use
of storage space for providing access. In addition, we note that very little attention is
paid to the period of data storage in cloud systems, often companies set a period of up
to 30 days, which is somewhat at odds with data protection and the purpose of data
processing;

- features of analytical work in relation to the “AI arms race” track;

- Lack of design and testing work when implementing Al on digital platforms,
in medicine, etc;

In addition, individual countries, such as Malaysia, are cited as having basically no
checks and balances in terms of regulations, policies and standard for privacy and data
processing using Al tools.

In 2022, the work of the forum was devoted to the issue of resilience of the “In-
ternet” network [13]. The main areas addressed by the forum include the following
topics: preventing fragmentation of the Internet, data management and privacy pro-
tection, information/cyber security, and the use of advanced technologies, including
artificial intelligence. Despite the pressing issues regarding “blockchain” systems on
the Internet and issues of fragmentation, resilient connectivity, exploring the potential
of digital technologies (AI) for information/cyber security on the Internet remains
relevant. This is due to its fundamental and applied nature at the same time. Providing
security with AI tools in the format of digital ecosystems or other solutions can enable
the creation of quality and resilient components for the Internet of Things. The combi-
nation of regenerative Al, one of the main functions of which is content analytics, will
allow not only preventive measures for content selection and moderation, but also its
structuring in cloud, local systems.

However, despite the wide opportunities to “apply” Al for the safe development of
the Internet (a possible solution regarding block systems), there are many risks, in par-
ticular, related to the design orientation on human needs of Al systems, which creates
conditions for taking into account the interests of man and citizen (at present, only a
“humanoid robot” is being developed, but its functionality is predominantly automat-
ed). In addition, there is a particularly acute issue of responsibility for data processing,
for ensuring the security of storage facilities, for cases of fault tolerance of the system
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on which the AI-module operates. It was also noted at the forum that society needs
to adapt to the transformation that Al tools will cause, which will affect cooperation
both between states and between information platforms. Also, the model of platform
management at the Al level is imperfect and underdeveloped at present.

These tasks require the full cooperation of governments, businesses, and public
organizations. Continuous human oversight (of AI modules and information system
capabilities) remains essential to ensure that algorithms do not lead to undesirable or
uncontrollable outcomes. Capacity building is essential in an advanced technology
deployment environment. Data policies for implementing Al literacy, skills develop-
ment, and language resources for vulnerable populations (people with disabilities and
minority and low-indigenous populations) are needed to articulate a truly global ap-
proach to advanced technologies. Regulatory frameworks should include principles to
help social media and other platforms. fulfill obligations to manage content that could
harm individual state regimes and human rights. Frameworks should facilitate a global
dialog about the moderation of online content to empower users, including the most
vulnerable.

In general, IGF contributes to capacity building for Internet governance and pro-
vides analytical and policy support for advanced technologies. It is important to note
that the IGF is one of the few platforms that connects Al and the development of the
Internet, digital platforms, etc. Such a link is essential to ensure the stability of the In-
ternet, security and stable connectivity for data transfer.

Thus, based on the above analysis, organizations are engaged in the development
of the Internet agenda, while integrating various areas, including artificial intelligence
technologies. Understanding this interconnection and interdisciplinary nature, we can
more confidently assert that international information systems and government plat-
forms (systems) can develop only under the condition of Al tools and other advanced
technologies. It is important to note that only under this condition in the future is it
possible to develop global standards that do not just regulate one subject area, but sev-
eral interdisciplinary areas.

3. A multi-stakeholder approach. The impact of artificial intelligence projects in
the Darknet and the changing Internet.

At present, there are published articles in which the authors consider this issue
from a purely political point of view, although there are many issues of other content.
Thus, the multistakeholder approach is understood as the expansion of the number
of participants in the international information space, such as states and non-state
actors [1]. Accordingly, it is assumed that in such a paradigm the states can move to
the second role in terms of political decision-making and other issues. Such issues are:
infrastructure and its location (installation and determination of location, technical
modes, etc.), communication technologies, legal support and opportunities for the ap-
plication of certain standards in the field of communication and software used. As well
as the issues of import substitution, which are also interrelated with the development
of the Internet. Due to the peculiarities of the multi-stakeholder approach, as well as
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the increasing role of “shadow actors” in the agenda of “Internet Governance”, as well
as the development of advanced technologies, it is important to consider most strate-
gic issues through the prism of the multi-stakeholder approach.

If we consider this issue outside of political censures, it is enough to recall the
case of Chat GPT, which we will touch upon in this article. The OpenAl company de-
veloped and implemented it without ever creating a risk map for the development of
education, economic and information areas. The Chat GPT tool, based on regenerative
artificial intelligence, quickly entered superficial areas such as advertising and market-
ing, creating a very large information “boom”. This event was followed by widespread
adoption and testing in all areas. Such a case study demonstrated that in deeper or
industry-specific areas this technology provides false results, changes the input and
the data being sought. This complicates the development of the information market
and creates “imaginary” innovative directions for the development of such industries
as medicine, industry, information security, legal assistance.

Therefore, it is important to implement a multi-stakeholder approach in order to
monitor such risks and form a possible list of threats to technologies. The state in this
case does not occupy a “second” place in international relations, but without taking
into account the activities of non-state actors, it is impossible to develop international
relations in the information sphere in general and in the Internet.

We emphasize that this approach touches upon the possibility of Internet govern-
ance by hybrid organizations, which include business entities and other actors that
influence the Internet, its future opportunities, product economics, and the direction
of advanced technologies.

We believe that from the point of view of project management, the following as-
pects of the multi-stakeholder approach should be outlined:

1. Issues of new technologies, thanks to which sustainable connection to the In-
ternet is provided: Open RAN, 5 G, 6 G (under development) [6];

2. Normative features of standards and their content in the telecom industry;

3. Features of the influence of “shadow” actors on the development of the Inter-
net, through the creation of real working and artificially created technologies;

4. The aggravation of block relations in the Internet, transition to “closed” sys-
tems (in particular, through Darknet and the possibility of forming their own systems
of Internet traffic management, etc.).

It should be noted that the multi-stakeholder approach is increasingly getting a
“response” precisely in the issues of infrastructure components (to a greater extent,
cloud solutions) and new technologies in the sphere of Internet governance. Such fac-
tor is explained by the aggravated international situation (relations between Russia and
Ukraine), as well as extremely radical “block doctrines”, which set their own standards.
The standards are periodically lobbied and represent extremely new approaches to new
technologies and digital components. These standards are usually dictated by global
companies (transnational corporations) that are deployed in almost all jurisdictions.
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From the point of view of international relations, one can notice a curious merger
of IT and telecom industries in the concept of “Internet Governance”. This sets a cer-
tain vector concerning the creation of new standards of international level. However,
such standards should not be created in the perspective of the block conjuncture at
the international level. Of course, it is not a question of approving absolutely every
standard by a convention or other documents of similar legal level, but in order to
organize individual standards and create a single vocabulary of terms and definitions
in the international arena. In terms of standards, it should be noted that such stand-
ards can be standards that relate to new technologies and their description. And the
dictionary of terms and definitions, taking into account today’s circumstances, should
include related, even indirect definitions, which reveal the current development of IT
and telecom areas.

The pattern of development of the Darknet sphere (dark internet) in the “Internet”
network is not insignificant [19]. This sphere is not a trend or an “imaginary” threat.
It exists and creates its own regulatory and ecosystem rules of work in the Internet, as
well as opportunities for using Al tools in information systems. This is a segment of
the Internet that is hidden from public access and where connections are established
between trusted participants using non-standard ports and protocols. In this segment
the norms of work are established locally and by agreement of participants, they can
vary depending on the agreements between them. Darknet sells data, closed docu-
ments, offers various services to enter government systems, etc. [15].

The above-mentioned segment can be considered as a system without content fil-
tering and local regulation of relations between participants [14]. This is a direct and
existing threat to the functioning of state information systems and the ability to work
in them. It undermines their development and, in general, the introduction of new
advanced technologies. Therefore, it is necessary to take measures to limit the regime
of these segments. One of such segments is the meta-universe, only such technologies
are more openly announced and disseminated, but the principles remain the same
(operation of digital platforms in general). This also creates challenges and opportuni-
ties for establishing minimum standards for the operation of information systems in
such environments.

Such proposals are not the result of trends or the embodiment of an elitist ap-
proach in current international relations. They allow for the optimization of existing
processes and will slightly modify approaches to the doctrine of Internet governance,
slightly expanding the list of actors that can participate at the governmental level. This
will strengthen the fundamental beginning of Internet governance at the interstate
level and lead to common standards, initial common understanding of some processes
in the field of advanced technologies and information systems.

Of course, there are also difficulties that hinder the development of internation-
al standards, namely the current international crisis. Therefore, we believe that the
most convenient means could be integration associations. The latter can complicate
the situation with block systems of other states, add the problem of competition of
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some standards before others. But we note that when implementing these approaches,
quality analytics can gradually emerge and it will allow scientists and practitioners to
develop unified approaches. These approaches could take into account the direction
of multi-stakeholder approach. And gradually bring the “block regime” to the legal
level, namely the format of integration associations, in which the principles of law and
greater transparency of certain instruments are observed.

An important issue is ensuring information and cyber security in the context of
the development of the Internet. There are threats such as Deep Fake (also originating
from the Darknet segment, with the deployment of digital drug storefronts) and there
are threats of a more complex nature that involve political and economic issues. For
example, the use of ChatGPT in a global context to increase raw and false content in
the international space. This exacerbates already existing problems of international
relations and creates new challenges even for the multi-stakeholder approach and the
whole concept of “Internet Governance”.

At the international level, technology not only creates new opportunities for the
basic, creative and international potential of the concept of “Internet Governance’,
but also obstacles that can only exacerbate already established international relations
and therefore complicate relations in the information space between states and other
actors.

The international information system under the influence of these threats, as well
as a multitude of block systems rather than integration systems, generates desynchro-
nization of approaches regarding digital ecosystems (information systems), unified
approaches to standards in the field of “Internet Governance”. This complicates the
transition to the development of unified international standards in terms of Al tools,
digital platforms (information systems), i.e., currently, each state has already created
its own state information systems, which develop approaches to information products
and research them. Unfortunately, at the level of integration areas, these issues are not
discussed in terms of developing common principles for information systems (digi-
tal ecosystems). In the future, this only undermines the importance of international
mechanisms in terms of standardization of information systems and their importance
of standardization. Of course, this direction is realized within the framework of the
development of the intellectual property market, advanced technologies, however, in
terms of the “Internet Governance” system. However, in the part of the “Internet Gov-
ernance” system.

Proposals and introduction to a new approach to “Internet Governance” and in-
formation systems in which advanced technologies (Al modules, etc.) are embedded.

At present, there is no specific sequence or theory in the field of international
information systems (digital ecosystems), applied beginnings for the development of
this direction, despite the first practical vectors. We propose, based on analysis and
practical experience, 3 phases of development of international information systems
(digital ecosystems):
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1) The first phase consists in the development of state information systems in
each particular state, prescribing methods for them and the regulatory framework.
Lack of integration bases and supranational, primary methods of regulation of infor-
mation systems and advanced technologies used in them. At the international level it
is possible to observe primary principles in the regulation of the Internet and informa-
tion relations, information security relations, etc.;

2) The second phase consists in the transition from the state to the integration
level of information systems, namely through the formation of common standards and
digital directions to digital platforms at the level of integration associations of states;

3) The third phase implies the gradual establishment of a unified international
information system (digital ecosystem), which sets unified standards in the field of
content (illegal content), introduction of information/cyber security regulations and
unified approaches to Big Data technology and personal data. Such approaches are
only primary, it is necessary to develop artificial intelligence technologies (standards).
In addition, we need to adjust to the system-wide vision through the digital ecosystem
and its attributes. Of course, the culture of working with data and approaches to its
processing with the help of Al modules of digital platforms should be primary in this
direction.

Additionally, we note that the 2nd phase reflects the choice of a more stable and
secure state information system and its implementation at the integration level. The
integration level is a kind of filter and test of the future status of the international in-
formation system (digital ecosystem).

The third phase is characterized by its globality and the extension of normative
frameworks such as standards, policies, regulations to states. In addition, it could act
as a single normative center in terms of clarification of certain provisions in the field
of “Internet Governance” and possible norms in the field of AI. We believe that the fol-
lowing systemic developments in the field of Internet governance are important from
the perspective of international information systems and the introduction of Al tools
(phase 3 of the development of international information systems):

- creation of a basic ‘alpha+ standard” that would generate IT, telecom in the
concept of “Internet Governance”. It is important that these elements are presented by
analogy with the concept of “triunity” (Japan Society 5.0), as they are closely related
to each other and in general create a single digital field for interaction between states,
organizations (governmental and non-governmental levels);

- development of Al tools at the initial level, in terms of the possibility of primary
moderation of content and information at the level of information systems (digital eco-
systems);

- optimization of terms and definitions in this standard, or through a separate
“desk book”;

- Removing barriers to sustainable Internet connectivity, by adopting common
protocols in the 4 G or 5 G realm;
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- Ensuring uniform data standards for Internet operations and data policies;

- provision of administrative and organizational tasks in the sphere of develop-
ment of the direction outlined in the article - creation of a governmental organization
that will deal with the issues of Internet governance, taking into account the existing
analytical and recommendation work performed by the International Internet Gov-
ernance Forum (IGF).

At the same time, the described frames only represent the pre-international phase
of development of information systems (digital ecosystem) at the interstate level. The
realization of this phase requires an integration period, when the existing state systems
will be tested and implemented at the level of several states. The final result of the de-
velopment of frames can only be predicted.

In addition to these proposals, attention should be paid to such designs as “SAGE”
or “Arpanet” [11] and centralized computers (A.L Kitov Concept [3]). At the inter-
national level, although there is a domain architecture, root libraries, it is important
to think about such designs. At the moment of time there is a beta project such as
Yeti DNS. The project is focused on creating a parallel experimental active IPv6 DNS
root system [16], which will provide some useful technical results in terms of network
stability and maintaining its secure operation. Some additional issues are possible in
terms of development of Al-technologies in the use of OS-solutions (quite popular di-
rection in the medical sphere on the use of Al-tools) [17] to build a normal and stable
solution architecture for integration or international solutions.

The above-mentioned advanced directions can also be conditionally divided into
two possible tools for the development of the international information system (also
integration systems):

- OS solutions for information systems [9], which is a convenient platform for
the development of Al tools;

- local networks for stable maintenance of the data storage system (including for
implementation of the systems of a single chain of computers according to the model
of A.IL Kitov).

Let us explain that local networks, from the point of view of legal support of any
information system, are more stable and reliable, which allows you to create a single
window of data transfer, at the same time, also technical characteristics are not inferior
to advanced cloud storage.

These trends should be considered throughout the identified phases of develop-
ment of information systems (digital ecosystems), as well as taking into account condi-
tions of unstable connectivity, in navigation systems, unstable connectivity, and weak
hardware for certain indicators. Any new directions should be properly prescribed
in state strategies, roadmaps, concepts, etc. Regulatory support will allow to create
a unified algorithm and patterns of advanced technologies and subsequently ensure
the connection of acts with each other (a system of international and national regu-
lations). Taking into account geopolitical factors will also contribute to an additional
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direction for development in the field of international information systems and their
normative support. As it takes into account the influence of block systems and mul-
ti-stakeholder approach.

The multi-stakeholder approach can serve as a separate toolkit for developing
phases of information systems and gradual transformation into an international (third
phase). This allows most tools to be considered in the light of new analytical inputs and
identified threats. Taking into account the experience of non-governmental agencies
will strengthen the approaches in the regulatory direction and create more relevant
material for their content. For example, data processing by regenerative artificial intel-
ligence when using cloud storage in an information system. At the same time, we know
only national experience in the above-mentioned vector, it is not difficult to imagine
how many legal and other factors may arise in the integration information systems and
international information systems.

According to the last remark, we can distinguish the following conditional fea-
tures of normative support of integration and international information systems in the
second and third phases:

- uniform safety regulations (international or integration level);

- selection of risk factors and analytics on new solutions and the possibility of
their migration to the information system (digital ecosystem);

- peculiarities of regulation of open and closed loop (type) information systems;

- specifications of Al tools at the level of international information systems and
integration systems;

- norm-setting at the information system level - updating the regulatory frame-
work, establishing mechanisms for ranking the best practices of state information sys-
tems of each state.

Let us note that the integration and international information system (digital eco-
system) do not replace the 1st phase, namely the state information systems. We only
outline and deduce the regularity (“regularity of information systems development
with technical tools (advanced technologies) in the conditions of Internet governance)
of their development in the future, as well as expansion to a more global level, be-
yond state borders. The trend is justified given the constant expansion of state systems,
therefore their competition and the desire of individual actors to establish common
standards is inevitable. In this article, we only deduce this pattern and note the very
real system and forecast of information systems (digital ecosystems). In the conditions
of the development of the concept of “Internet Governance” it creates special conver-
gent conditions for such a deduced regularity, as the latter allows us to eliminate the
barriers noted in IGF and to form a unified set of rules and proposals of this concept.

This pattern can be both a theoretical and applied rationale in subsequent docu-
ments on the creation and development of information systems (ecosystems) at the in-
ternational level. The pattern includes all three phases and their “profiles” (i.e., descrip-
tions of specific technologies, ways to replicate them, etc.). The profiles themselves only
provide a description, but do not provide an “ideal recipe” for critical infrastructure
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or individual technologies. The latter is formed within the framework of the described
standards and most often comes from specific states. It should be additionally clarified
that the standard-setting component at the level of the Al module [8] in the informa-
tion system is the basis for all three phases and our proposed pattern, respectively. It is
this component that can, under ideal conditions, form standards that will be processed
by international operators. When taking this pattern into account, one should not for-
get the unfortunate experiences, e.g., the platform “digital regulations constructor” [5],
etc. In this regard, with active improvement of profiles, all conceptual descriptions of
phases can be realized gradually.

Thus, the above-mentioned proposals can ensure the development of a qualitative-
ly new content base and become the supporting complex of the concept of “Internet
Governance”. Information systems at different phases of development are qualitative
elements of this concept, which are constantly changing and utilize new end-to-end
technologies. Such a unified system creates a new approach in the subsequent system-
atization of legislation, grouping of normative acts and their direction. Taking into ac-
count all the features of the development of the new digital environment and relations
at the international level of the current period, such patterns, the gradual development
of information systems is strategic in nature and can gradually eliminate information
and legal uncertainty in the national and international agenda.
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